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e. § 1201(b): Circumvention of technological protections of (traditional) rights under copyright 

The DMCA also addresses technological protection of the post-access rights of reproduction, adaptation, distribution, public performance or display. Here, the bill addresses only the producers and suppliers of circumvention devices, services (etc.); the end-user's activities are not at issue. As with section 1201(a), section 1201(b) does not target all devices (etc.) that are capable of being used for circumvention. Manufacture and distribution of post-access circumvention devices, services (etc.) are prohibited only if (A) they are "primarily designed" to circumvent; or (B) if they have "only limited commercially significant" uses other than to circumvent; or (C) if they are "marketed" as circumvention devices. 44 

The prohibition contained in this subsection is not as stringent as that of the subsection concerning access controls. The post-access devices (etc.) here targeted are those that circumvent "protection afforded by a technological measure that effectively protects a right of a copyright owner under this title . . . ." 45 The exclusive rights under copyright set forth in section 106 of the Copyright Act are expressly made "subject to sections 107 through 120," sections that set forth a variety of exceptions to and limitations on copyright (referred to collectively as "fair uses"). 46 If the circumvention device (etc.) is designed for or can be put to commercially significant fair use, then it is not a violation of § 1201(b) to sell the device or to offer the circumvention service. Here, as in the case of circumventions of access controls, however, the device itself probably cannot distinguish between circumventions for fair use purposes, and circumventions aimed simply at obtaining unauthorized copies. But were the device exculpated simply because it is capable of being put to fair use, then, as a practical matter, the fair use tail would again wag the copyright infringement dog. 

Nonetheless, this need not mean that there can be no manufacture and distribution of circumvention devices (etc.). The lawfulness of the manufacture and distribution should turn on the definition of the market for the device or service (etc.). A copy protection-defeating device addressed to the general public may not be likely to have commercially significant fair uses; one created for or disseminated to a community of researchers and scholars is a better candidate. Put another way, so long as  university or library personnel employ circumvention devices or services that they have devised (or that are created at the library or university's behest), and so long as the devices or services are used to make copies (or adaptations, distributions, public performances or displays) that would qualify as fair uses, there should be no violation of section 1201(b). 

There is at least one major objection to this market-based analysis: it appears to privilege formal fair use communities, such as universities and libraries, over the general public (although all members of the public can be library users). All members of the public are entitled to invoke the fair use exception (in appropriate circumstances). Non-scholarly fair use can include parody and other forms of commentary. 47 Under Sony Corp. of America v. Universal City Studios, Inc., 48 some kinds of temporary noncommercial copying for personal convenience may also be fair use. If one assumes that technological measures will accompany all copies of the works targeted for parody, or for private copying, then how will the user (who is insufficiently computer-adept to do the circumvention herself) be able to obtain and exercise the means to make the further copies necessary to carry out her fair use project? The assumption that copyright owners will only make their works available in copy-protected form may well be overstated; nonetheless this is one issue that Congress instructed the Copyright Office to take into account in preparing its study of the "impact that the prohibition on the circumvention of technological measures applied to copyrighted works has on criticism, comment, news reporting, teaching, scholarship, or research . . . ." 49 

Underlying this study is a fundamental question about the respective rights of copyright owners and privileges of users. Should the law reinforce the copyright owner's efforts to prevent unauthorized (and unmonitored) copying, or should Congress have left technology and the market to develop defenses and counterripostes, leading to an encryption "arms race," 50 if need be? Arguably, such an arms race wastes creative resources that might be better directed toward creating original works of authorship, rather than devices that promote piracy. One might respond that without descramblers, copyright owners will be able lock up works of authorship, and will charge for every act of reading, 51 let alone quotation and commentary. Circumvention devices therefore would be essential to preserve our basic civil liberties. Of course, this contention assumes that works will be available only in encrypted formats. 52 That may be more true for some works, such as software, digital sound recordings, and databases, than for others, such as books and other literary works. But even where works are susceptible to effective technological protections, copyright owners may not choose to restrict access to every copy. Moreover, copies will often still be available for anonymous consultation (and limited copying) in places such as public libraries (who, under the analysis offered earlier, are entitled to circumvent access and anti-copying codes, under appropriate circumstances). So the debate may in fact reduce to the question whether it is good policy to forestall the general distribution of circumvention devices whose objective is not to provide unpaid access or copying when none was otherwise available, but to make unauthorized unpaid access or copying easier. When the public increasingly expects to acquire works with a click of a mouse, should the law stand back while third-party entrepreneurs endeavor to make works available without authorization in the most copy-convenient format (and without compensation for resulting copies)? 

In the world of analog copies, the question did not arise because the work was not amenable to effective copy protection. Thus, not only was a book unable to "sprout wings and fly back," 53 but it could easily be photocopied; a sound recording could be re-recorded; a television program videotaped, or a videocassette copied (although the latter depended on whether or not the videocassette was copy-protected). On the other hand, analog-world users could not copy and redisseminate on the scale that digital media permit. 54 Legal protection of technological measures arguably sends consumers back to an era in which technology was too rudimentary, cumbersome or expensive to permit private copying to rival significantly the copyright owner's control of markets for the work. 

It may in fact be misleading to condemn (or to celebrate) the DMCA's impact on the "copyright balance" 55 between owners and users. After all, which "balance" do we mean? The one in which technology did not offer much potential for consumptive copying? Or the one in which technology enabled widespread copying, but did not afford adequate and reasonable means of preventing or charging for the copying? Or the one in which technology permits massive copying, but also enables copyright owners to be paid for it? Or one in which technology enables copyright owners to prevent copying? Which "balance" one selects depends in part on how one views the respective entitlements of owners and users. From a user's point of view, the owner's "bundle of rights" never extended to all uses of works; owners now are relying on legal protection of technological measures to secure the airtight coverage the substantive law never previously afforded. From a copyright owner's point of view, if in the past low technology imposed a tolerance for widespread copying, that state of affairs should not be confused with a legal right to engage in widespread convenience copying. Newer technology undermines the factual premise for the tolerance; if the tolerance is to persist as a prerogative, it requires a legal basis. 

The question is not whether fair use is an integral part of U.S. copyright law; the statute, and perhaps even the Constitution, 56 clearly make it so. Nor is the question whether the copyright owner may employ technology to preclude unauthorized copying altogether: as to that question, by instructing the Copyright Office to study the impact of protective measures on the exercise of fair use, Congress has implicitly answered "no." (Although it is worth noting that the kinds of fair uses about whose future in the digital environment Congress has expressed concern are all of the "transformative" variety; Congress did not direct the Copyright Office to determine if technological measures unduly threatened "consumptive" copying.) Rather, the issue is whether a proper copyright balance requires copyright owners to tolerate some level of unauthorized convenience copying, either because there is a justification independent of transactions costs (such as the privacy interests of the user), or because, in any event, the law should accommodate convenience copying lest a broad prohibition on post-access circumvention risk eliminating transformative fair use as well. 

Perhaps, then, Congress should have favored technological neutrality (or anarchy), in which entrepreneurs would have been entitled to make whatever protection-defeating devices technology allowed, so that copying and anti-copying technologies could have competed freely. In that case, recourse would have been available only against end-users (unlikely objects of pursuit), or against purveyors whose devices lacked a substantial noninfringing use. 57 But if convenience copying is, at least in some circumstances, a noninfringing use, then, under the Sony standard, most postaccess circumvention devices would have been legitimated. By outlawing the general distribution of post-access circumvention devices, Congress has instead adjusted the technological status quo in favor of copyright owners, and, at least for now, set the copyright "balance" against unauthorized convenience copying. 

f. § 1201(k): Anticopying controls and analog devices--a belated legislative response to the "Betamax Case" and home taping of audiovisual works 

The DMCA's provisions on technological protections also include a special chapter on nondigital video recording devices and technological protections of audiovisual works. This chapter offers a welcome, if belated and incomplete, response to the Supreme Court's decision in Sony Corp. of America v. Universal City Studios, Inc., 58 in which a majority of the Court rejected liability for contributory infringement of the manufacturers and distributors of videocassette recorders, on the ground that the recorders were capable of a noninfringing fair use, in that case, time-shifting of free broadcast television programming. The Court never held that retaining copies of recorded programs, or recording pay-TV or cable programming was fair use, but in practice, the public engaged in all these varieties of uncompensated taping, and copyright owners initiated no further suits. Unlike many European countries, the U.S. never instituted a levy on the media or equipment of videocassette recorders in order to compensate copyright owners, authors, and performers of audiovisual works. 59 Section 1201(k) now addresses the problem of home videotaping by prohibiting the manufacture and distribution of certain analog videocassette recorders unless the recorders are equipped with a designated copy control technology. 60 

The copy control technology will work in tandem with audiovisual works and transmissions that have been encoded to prevent or limit consumer copying. Section 1201(k), however, restricts the circumstances under which a copyright owner or other person may encode the audiovisual work or transmission. These are limited to: transmissions of live events; transmissions of audiovisual works delivered on a pay-per-view basis; copies of transmissions of live events or of audiovisual works made available through a subscription to a television channel (be it herzian, cable, or satellite); "physical medium containing one or more prerecorded audiovisual works"; and copies of transmissions of live events or of pay-per-view motion picture transmissions, or copies made from a physical medium containing prerecorded audiovisual works. 61 This means, for example, that the producer of the [fictitious] motion picture "It Came from the Titanic" may distribute encoded copies of videocassettes; if a purchasing or renting consumer attempts to make an extra copy using a videocassette recorder that conforms to § 1202(k), then the anticopying technology incorporated in the recorder will produce an extremely degraded quality copy. It also means that if "It Came from the Titanic" is transmitted on pay-per-view, the producer may encode the transmission; the consumer will be able to view the film at the time requested, but if she attempts to use a conforming videocassette machine to tape the film as it is being transmitted, the quality of the resulting copy will be too low to be worth viewing. By contrast, the copyright owner or broadcaster may not encode programs broadcast over television stations to which access is available without payment. Thus, consumers may continue to time-shift (or even retain) copies of "free" television programming. 
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