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Encryption Schemes Aimed at Film Piracy 

By ERIC A. TAUB 

NAPSTER'S threat to the financial health of the recording industry may have waned, but its paradigm continues to terrify Hollywood. Thanks to digital television, the motion picture industry fears that legions of international video pirates and crafty teenagers could soon be intercepting transmissions and then uploading perfect digital copies of the latest feature films to the Internet. Eventually those grainy pirated videotapes sold in New York and other cities could be replaced by pristine Internet-transmitted copies before the film has even hit the local multiplex. 

The industry's solution to slowing piracy and preserving profits includes two recently adopted digital encryption techniques that will hinder and could even prevent consumers with digital televisions from recording movies or programs. 


Motion pictures transmitted to today's conventional analog televisions don't concern the studios. Cassette quality is not much better than someone standing in a theater holding a camcorder. 

It is copies generated from digital transmission -- and especially digital high-definition television, or HDTV -- that the industry fears, for those digital clones could be made into perfect DVD copies or even projected digitally in movie theaters. 

The new encryption schemes, which will be used with special connectors to attach a cable set-top box or satellite receiver to a digital television, are meant to prevent the pirating of movies when they are shown relatively soon after their release in theaters and on video -- on a pay-per-view or video-on-demand basis through cable and satellite systems, for example. HDTV versions of feature films are already shown on free network television, without encryption. By the time a film appears on broadcast TV, it's at or near the end of its money-making life, so there is little danger of piracy. 

Without encryption, movie studios have been reluctant to license HDTV versions of new feature films to pay-per-view services, said David Baylor, executive vice president of the satellite service DirecTV. ''With encryption in place, we'll be able to offer more HDTV,'' he said. 

DirecTV and its rival satellite service, Dish Network, have decreed that beginning late next year, all new satellite receivers include a Digital Visual Interface, or D.V.I., output, as a way to connect to a digital television. A subscriber trying to record an HDTV version of a film transmitted through the D.V.I. connection will be out of luck, because D.V.I.'s encryption scheme, called High-Bandwidth Digital Content Protection, is added at the transmission point and does not allow copying. 

The system protects programming as it travels uncompressed between a cable box or satellite receiver and a television. Another encryption protocol, Digital Transmission Content Protection, used with connectors called I.E.E.E. 1394 or FireWire, protects programs as they travel in their compressed state from the program provider, like a cable or satellite system, to the set-top box in the home and then to the television. 

The Digital Transmission Content Protection standard allows consumers to continue to record programs, but program providers like movie studios can dictate how and when such recording occurs. 

DirecTV says it is encouraging manufacturers of satellite receivers to include both types of outputs. If a studio wanted to allow one of its programs to be recorded, it could be channeled via the 1394 output; if the next program was to be copy-free, it could be channeled through the D.V.I. cable. 

With the Digital Transmission Content Protection standard, a motion picture could be designated as recordable once or often, with data transmitted back to the provider, and an additional fee charged. The system could also be set up so that owners of personal video recorders like the TiVo could keep recordings for just a few minutes, enough time to answer the doorbell, say, but not long enough to watch it the next day. 

''Our current thinking is that we'll allow consumers watching high-definition versions of our films on pay TV to make three copies from the transmission,'' said Jared Jussim, executive vice president of Sony Pictures Entertainment's intellectual property department. ''I don't think we'll allow any copying when that film is watched over pay per view. Viewers will still be able to record shows on free broadcast television.'' 

Consumers getting ready to sue the motion picture studios and the cable and satellite companies for taking away their recording rights are out of luck. The ruling in the Sony Betamax case in 1984, decreeing that consumers have an absolute right to record television programs for their own use, does not pertain here. 

''The Supreme Court said consumers have the right to record free, over-the-air broadcast television programs for time-shifting,'' said Fritz E. Attaway, the Washington general counsel for the Motion Picture Association of America. ''The decision did not address transmissions via pay per view, cable TV, pay TV, or the right to make permanent copies.'' 

That upsets the digital television manufacturers, who worry that consumers may hesitate to upgrade to high-definition television if they won't be able to record shows. 

Once most of America owns digital televisions equipped with D.V.I. and 1394 connectors and the copy protection systems are activated, early adopters -- more than one million owners of digital televisions bought before the standards were set -- could be stranded. That is because current HDTV sets connect to set-top boxes via analog inputs, and program providers aren't happy about letting those owners record everything, while restricting recordings for purchasers of newer sets with digital inputs. 

One solution may be to transmit lower-resolution, DVD-quality pictures to HDTV sets without digital inputs and HDTV versions to everyone else. ''They can do that technologically, but it will be a market decision,'' said Dave Arland, director of government relations for Thomson Consumer Electronics, the manufacturer of RCA televisions. ''I doubt the program providers will want to infuriate early adopters, their best customers.'' 

