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C. The Development of DVD and CSS 

The major motion picture studios typically distribute films in a sequence of so-called windows, each window referring to a separate channel of distribution and thus to a separate source of revenue. The first window generally is theatrical release, distribution, and  exhibition. Subsequently, films are distributed to airlines and hotels, then to the home market, then to pay television, cable and, eventually, free television broadcast. The home market is important to plaintiffs, as it represents a significant source of revenue.
  
Motion pictures first were, and still are, distributed to the home market in the form of video cassette tapes. In the early 1990's, however, the major movie studios began to explore distribution to the home market in digital format, which offered substantially higher audio and visual quality and greater longevity than video cassette tapes. This technology, which in 1995 became what is known today as DVD, brought with it a new problem--increased risk of piracy by virtue of the fact that digital files, unlike the material on video cassettes, can be copied without degradation from generation to generation. In consequence, the movie studios became concerned as the product neared market with the threat of DVD piracy.   
  
Discussions among the studios with the goal of organizing a unified response to the piracy threat began in earnest in late 1995 or early 1996. They eventually came to include representatives of the consumer electronics and computer industries, as well as interested members of the public, and focused on both legislative proposals and technological solutions. In 1996, Matsushita Electric Industrial Co. ("MEI") and Toshiba Corp., presented--and the studios adopted--CSS. 
  
CSS involves encrypting, according to an encryption algorithm, the digital sound and graphics  files on a DVD that together constitute a motion picture. A CSS-protected DVD can be decrypted by an appropriate decryption algorithm that employs a series of keys stored on the DVD and the DVD player. In consequence, only players and drives containing the appropriate keys are able to decrypt DVD files and thereby play movies stored on DVDs. 
  
As the motion picture companies did not themselves develop CSS and, in any case, are not in the business of making DVD players and drives, the technology for making compliant devices, i.e., devices with CSS keys, had to be licensed to consumer electronics manufacturers. In order to ensure that the decryption technology did not become generally available and that compliant devices could not be used to copy as well as merely to play CSS-protected movies, the technology  is licensed subject to strict security requirements. Moreover, manufacturers may not, consistent with their licenses, make equipment that would supply digital output that could be used in copying protected DVDs. Licenses to manufacture compliant devices are granted on a royalty-free basis subject only to an administrative fee. At the time of trial, licenses had been issued to numerous hardware and software manufacturers, including two companies that plan to release DVD players for computers running the Linux operating system. 

With CSS in place, the studios introduced DVDs on the consumer market in early 1997. All or most of the motion pictures released on DVD were, and continue to be, encrypted with CSS technology. Over 4,000 motion pictures now have been released in DVD format in the United States, and movies are being issued on DVD at the rate of over 40 new titles per month in addition to rereleases of classic films. Currently, more than five million households in the United States own DVD players, and players are projected to be in ten percent of United States homes by the end of 2000. 
  
DVDs have proven not only popular, but lucrative for the studios. Revenue from their sale and rental currently accounts for a substantial percentage of the movie studios'  revenue from the home video market. Revenue from the home market, in  turn, makes up a large percentage of the studios' total distribution revenue. 
  
  
D. The Appearance of DeCSS 

In late September 1999, Jon Johansen, a Norwegian subject then fifteen years of age, and two individuals he "met" under pseudonyms over the Internet, reverse engineered a licensed DVD player and discovered the CSS encryption algorithm and keys. They used this information to create DeCSS, a program capable of decrypting or "ripping" encrypted DVDs, thereby allowing playback on non-compliant computers as well as the copying of decrypted files to computer hard drives. Mr. Johansen then  posted the executable code on his personal Internet web site and informed members of an Internet mailing list that he had done so. Neither Mr. Johansen nor his collaborators obtained a license from the DVD CCA. 
  
Although Mr. Johansen testified at trial that he created DeCSS in order to make a DVD player that would operate on a computer running the Linux operating system, DeCSS is a Windows executable file; that is, it can be executed only on computers running the Windows operating system. Mr. Johansen explained the fact that he created a Windows rather than a Linux program by asserting that Linux, at the time he created DeCSS, did not support the file system used on DVDs. Hence, it was necessary, he said, to decrypt the DVD on a Windows computer in order subsequently to play the decrypted files on a Linux machine. Assuming that to be true, however, the fact remains that Mr. Johansen created DeCSS in the full knowledge that it could be used on computers running Windows rather than Linux. Moreover, he was well aware that the files, once decrypted, could be copied like any other computer files. 
  
In January 1999, Norwegian prosecutors filed charges against Mr. Johansen stemming from the development of DeCSS. The disposition of the Norwegian  case does not appear of record. 

  
E. The Distribution of DeCSS 

In the months following its initial appearance on Mr. Johansen's web site, DeCSS has become widely available on the Internet, where hundreds of sites now purport to offer the software for download. A few other applications said to decrypt CSS-encrypted DVDs also have appeared on the Internet. 
  
…
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G. Effects on Plaintiffs 


The effect on plaintiffs of defendants' posting of DeCSS depends upon the ease with which DeCSS decrypts plaintiffs' copyrighted motion pictures, the quality of the resulting product, and the convenience with which decrypted copies may be transferred or transmitted. 

As noted, DeCSS was available for download from defendants' web site and remains available from web sites on defendants' mirror list. Downloading is simple and quick--plaintiffs' expert did it in seconds. The program in fact decrypts at least some DVDs. Although the process is computationally intensive, plaintiffs' expert decrypted a store-bought copy of Sleepless in Seattle in  20 to 45 minutes. n102 The copy is stored on the hard drive of the computer. The quality of the decrypted film is virtually identical to that of encrypted films on DVD. The decrypted file can be copied like any other. 

  
The decryption of a CSS-protected DVD is only the beginning of the tale, as the decrypted file is very large--approximately 4.3 to 6 GB or more depending on the length of the film --and thus extremely cumbersome to transfer or to store on portable storage media. One solution to this problem, however, is DivX, a compression utility available on the Internet that is promoted as a means of compressing decrypted motion picture files to manageable size.
  
DivX is capable of compressing decrypted files constituting a feature length motion picture to approximately 650 MB at a compression ratio that involves little loss of quality. While the compressed sound and graphic files then must be synchronized, a tedious process that took plaintiffs' expert between 10 and 20 hours, the task is entirely feasible. Indeed, having compared a store-bought DVD with portions of a copy compressed and synchronized with DivX (which often are referred to as "DivX'd" motion pictures), the Court finds that the loss of quality, at least  in some cases, is imperceptible or so nearly imperceptible as to be of no importance to ordinary consumers.

  
The fact that DeCSS-decrypted DVDs can be compressed satisfactorily to 650 MB is very important. A writeable CD-ROM can hold 650 MB. Hence, it is entirely feasible to decrypt a DVD with DeCSS, compress and synchronize it with DivX, and then make as many copies as one wishes by burning the resulting files onto writeable CD-ROMs, which are sold blank for about one dollar apiece. Indeed, even if one wished to use a lower compression ratio to improve quality, a film easily could be compressed to about 1.3 GB and burned onto two CD-ROMs. But the creation of pirated copies of copyrighted movies on writeable CD-ROMs, although significant, is not the principal focus of plaintiffs' concern, which is transmission of pirated copies over the Internet or other networks.

Network transmission of decrypted motion pictures raises somewhat more difficult issues because even 650 MB is a very large file that, depending upon the circumstances, may take a good deal of time to transmit. But there is tremendous variation in transmission times. Many home computers today have modems with a rated capacity of 56 kilobits per second. DSL lines, which increasingly are available to home and business users, offer transfer rates of 7 megabits per second. Cable modems also offer increased bandwidth. Student rooms in many universities are equipped with network connections rated at 10 megabits per second. Large institutions such as universities and major companies often have networks with backbones rated at 100 megabits per second. While effective transmission times generally are much lower than rated maximum capacities in consequence of traffic volume  [**39]  and other considerations, there are many environments in which very high transmission rates may be achieved. Hence, transmission times ranging from three to twenty minutes to six hours or more for a feature length film are readily achievable, depending upon the users' precise circumstances.

  
At trial, defendants repeated, as if it were a mantra, the refrain that plaintiffs, as they stipulated, have no direct evidence of a specific occasion on which any person decrypted a copyrighted motion picture with DeCSS and transmitted it over the Internet. But that is unpersuasive. Plaintiffs' expert expended very little effort to find someone in an IRC chat room who exchanged a compressed, decrypted copy of The Matrix, one of plaintiffs' copyrighted motion pictures, for a  copy of Sleepless in Seattle. While the simultaneous electronic exchange of the two movies took approximately six hours, the computers required little operator attention during the interim. An MPAA investigator downloaded between five and ten DVD-sourced movies over the Internet after December 1999. At least one web site contains a list of 650 motion pictures, said to have been decrypted and compressed with DivX, that purportedly are available for sale, trade or free download. And although the Court does not accept the list, which is hearsay, as proof of the truth of the matters asserted therein, it does note that advertisements for decrypted versions of copyrighted movies first appeared on the Internet in substantial numbers in late 1999, following  the posting of DeCSS.


The net of all this is reasonably plain. DeCSS is a free, effective and fast means of decrypting plaintiffs' DVDs and copying them to computer hard drives. DivX, which is available over the Internet for nothing, with the investment of some time and effort, permits compression of the decrypted files to sizes that readily fit on a writeable CD-ROM. Copies of such CD-ROMs can be produced very cheaply and distributed as easily as other pirated intellectual property. While not everyone with Internet access now will find it convenient to send or receive DivX'd copies of pirated motion pictures over the Internet, the availability of high speed network connections in many businesses and institutions, and their growing availability in homes, make Internet and other network traffic  in pirated copies a growing threat. 


These circumstances have two major implications for plaintiffs. First, the availability of DeCSS on the Internet effectively has compromised plaintiffs' system of copyright protection for DVDs, requiring them either to tolerate increased piracy or to expend resources to develop and implement a replacement system unless the availability of DeCSS is terminated. It is analogous to the publication of a bank vault combination in a national newspaper. Even if no one uses the combination to open the vault, its mere publication has the effect of defeating the bank's security system, forcing the bank to reprogram the lock. Development and implementation of a new DVD copy protection system, however, is far more difficult and costly than reprogramming a combination lock and may carry with it the added problem of rendering the existing installed base of compliant DVD players obsolete. 
  
Second, the application of DeCSS to copy and distribute motion pictures  on DVD, both on CD-ROMs and via the Internet, threatens to reduce the studios' revenue from the sale and rental of DVDs. It threatens also to impede new, potentially lucrative initiatives for the distribution of motion pictures in digital form, such as video-on-demand via the Internet. 
  
In consequence, plaintiffs already have been gravely injured. As the pressure for and competition to supply more and more users with faster and faster network connections grows, the injury will multiply.
