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INTRODUCTION
  As in previous years, Congress and regulators have continued to monitor and study issues relating to electronic financial transactions, including the development of future payment systems, new payment mechanisms, and security and privacy issues in an online environment. This Article contains an analysis of a number of developments pertaining to online banking services, Internet payment systems, and the ability of institutions to provide disclosures required under consumer protection regulations in electronic, rather than written form. This Article also discusses important developments regarding money laundering.

ACCOUNT AGGREGATION
  Financial account aggregation services have become very important to financial institutions in the past year. Aggregators, commonly referred to as "screen-scrapers," are companies that gather customer information from other companies' web sites, at times without the knowledge or consent of the site owner. Typically, aggregators offer a consumer the ability to receive and review financial information relating to the various accounts of the consumer held at other companies; some may even allow consumers to initiate transfers to such accounts through a centralized location, such as an aggregator's web site.

  In connection with aggregation arrangements, consumers provide aggregators with actual authority to obtain data regarding the consumers' accounts. In order to aggregate data and to initiate transfers, consumers typically are required to furnish aggregators with personal identifying information, such as credit or debit card numbers, corresponding personal identification numbers (PINs), and access codes. Financial institutions are increasingly becoming engaged in online account aggregation. In providing account aggregation services, some institutions have determined to pull *1180 data from another institution's web site only if that institution has consented.

  In June 2000, in response to the growing interest of banks in account aggregation, the Financial Services Technology Consortium (Consortium), a nonprofit organization that includes banks, research firms, and government agencies, met to consider a proposal to develop a software liaison between financial institutions and aggregators. This proposal was developed to provide assurance to institutions that consumer information is safe and private during the aggregation process. As of September 2000, the Consortium was in the process of developing a procedure to allow consumers to limit the number of accounts an aggregator may access. On November 8, 2000, the Consortium planned to release "a full set of guidelines to help the industry respond uniformly to aggregators." [FN1]
  As aggregation services have increased in popularity, questions have arisen under Regulation E, [FN2] which implements the Electronic Fund Transfer Act, [FN3] and Regulation Z, [FN4] which implements the Truth in Lending Act, [FN5] as to whether the consumer, the aggregator, or the account-holding financial institution would be liable for fraudulent transfers initiated by either an employee of an aggregator or by a hacker who gains access to the aggregator's web site. More specifically, a key unresolved issue is whether fraudulent transfers are unauthorized transfers when, for example, the consumer has furnished the aggregator with a PIN or access code, and therefore, it is not clear which party should bear the loss for such transfers. Federal banking agencies are monitoring the development of aggregation services and are likely to issue regulations or interpretative guidance in early 2001. [FN6]
  On June 29, 2000, the Federal Reserve Board (FRB) released for comment proposed revisions to the Official Staff Commentary to Regulation E (the Proposal). [FN7] Although the Proposal does not contain proposed revisions to the Commentary pertaining to aggregators, the FRB, in the supplemental information to the Proposal, solicited information regarding aggregation services and provided some initial guidance on the application of Regulation E to aggregators. In the Proposal, the FRB solicited comment on how account aggregation services currently operate and plan to operate in the future, the implications of determining that aggregators are financial institutions for purposes of Regulation E, and to what extent *1181 agreements exist between aggregators and account-holding institutions. [FN8] The FRB also suggested that an aggregator would be considered a financial institution under Regulation E if the aggregator issues an access device, such as a security code, that allows a consumer to initiate an electronic fund transfer (EFT) from the aggregator's web site. [FN9] The supplemental information states that "if a consumer enters a security code issued by the aggregator to access information on the aggregator's web site and the consumer initiates an EFT using a security code provided by the account-holding institution, the security code issued by the aggregator arguably meets the definition of an 'access device."' [FN10] The rationale given by the FRB is that two access codes are needed to enable the consumer to initiate EFTs "from the aggregator's web site." [FN11] A company should not fall under the Regulation E definition of a financial institution unless the access code issued by the company allows consumers to initiate EFTs from the aggregator's web site.

  Additionally, the FRB noted that an existing Commentary provision suggests that if the aggregator is not a financial institution (i.e., it is not yet providing EFT services as defined by Regulation E) and an unauthorized EFT occurs through the aggregator's service, a consumer who has given the aggregator access to the consumer's account might be liable for unauthorized transfers. [FN12]
  Financial institutions have argued, however, that because account- holding institutions are not in a position to control the risk, and consumers voluntarily give their access device to the aggregator, consumers should look to the aggregator, not the account-holding institution, for reimbursement for unauthorized transactions under these circumstances. While the FRB is expected to review such comments and make a final determination in the coming months, the Office of the Comptroller of the Currency is also monitoring national banks that offer aggregation services for security, liability, and privacy practices as part of routine bank examinations. [FN13]
  The FRB indicated, however, that this comment was not initially intended to address situations involving account aggregation. [FN14] The comment period on the Proposal closed on August 31, 2000. [FN15]
  As account aggregation services develop, many companies have modified their web sites not only to allow individuals to view various accounts, but also to provide financial planning advice as well as the ability to initiate transfers to make bill payments. There are four situations that represent *1182 typical account aggregation services. The first situation involves an aggregator that provides a security code to a consumer to access information on the aggregator's web site, but does not provide the consumer with transaction capability. Under this situation, the consumer can only view account information at the aggregator's web site. Because the consumer is not able to initiate EFTs from the aggregator's web site, it is likely that the security code issued by the aggregator would not be considered an access device and the aggregator would not be considered a financial institution under Regulation E.

  The second situation involves an aggregator that provides a security code to the consumer that not only gives the consumer access to financial account information, but also allows the consumer to perform EFTs at the aggregator's web site. Because the consumer is able to initiate EFTs from the aggregator's web site, it is likely that the aggregator would be considered a financial institution, thereby triggering Regulation E liability for unauthorized transfers.

  The third situation is addressed in the supplemental information to the Commentary. [FN16] This situation involves an aggregator that provides the consumer with a security code that allows the consumer to access the aggregator's web site, and while at the aggregator's web site the consumer uses the code provided by the account-holding institution to initiate EFTs. [FN17] The FRB indicates in the supplemental information that the aggregator in this situation likely would be considered a financial institution because two access codes "are needed" to initiate EFTs from the aggregator's web site, and one of those access codes is provided by the aggregator. [FN18]
  The fourth situation involves an aggregator that provides a consumer with a security code that allows the consumer to view financial account information at the aggregator's web site and also gives the consumer the ability to link to each of the consumer's accounts at various institutions. Under this situation, the consumer would not have transaction capability at the aggregator's web site. The consumer, however, could initiate EFTs once he or she has linked to the consumer's account-holding institution, using codes issued by that institution. An aggregator should not be deemed a financial institution under Regulation E by simply providing a consumer with the ability to view account information at the aggregator's site and then directly link to the account-holding institution's web site, so long as no EFTs could be initiated by the consumer while at the aggregator's web site. For the FRB to consider a financial institution to be an institution that provides a consumer with the ability to link to an account-holding institution where the consumer may initiate EFTs would be significantly *1183 over-inclusive; for example, many non-financial related web sites, Internet service providers, and portals likely would be considered financial institutions under such a broad interpretation.

DIGITAL SIGNATURES/ELECTRONIC RECORDS LEGISLATION
  On June 30, 2000, President Clinton signed into law the Electronic Signatures in Global and National Commerce Act (ESIGN or Act), [FN19] which is designed to facilitate and promote electronic commerce by clarifying the legal status of digital signatures and electronic records. Thus, going forward institutions should be able to rely on digital signatures to enter into binding contractual agreements with consumers and for other purposes, such as to authorize recurring payments. Furthermore, institutions should be able to provide disclosures required under federal consumer protection regulations in electronic rather than paper form. Of course, the ability to do so is subject to any additional guidance provided by the FRB, as discussed below.

  ESIGN provides that a signature, contract, or record may not be denied legal effect because it is in electronic form. [FN20] In addition, under ESIGN, if a law requires that a record be provided to a consumer in writing, the document may be provided electronically if the consumer affirmatively consents to receive the record electronically and, prior to consenting, the consumer is provided with a statement: 

    • of any right the consumer has to obtain a paper copy; 

    • that the consumer has the right to withdraw consent to receive disclosures electronically and of the consequences of such a withdrawal; 

    • that describes the procedures the consumer must use to withdraw consent; 

    • that informs the consumer whether consent applies to the specific transaction or to future identified categories of records; 

    • how, after consent has been provided, the consumer may obtain a paper copy of a record; and 

    • that describes the hardware and software requirements to access and retain electronic records. [FN21]
  ESIGN also provides that the consumer's consent, or confirmation of consent, must be provided in a manner that "reasonably demonstrates that the consumer can access information in the electronic form" that will be *1184 used to provide disclosures. [FN22] In a colloquy between Representatives Markey and Bliley on the House floor, Representative Markey stated that the conferees intended that the reasonable demonstration requirement could be satisfied "in many ways." [FN23] The discussion provides two examples that would meet the reasonable demonstration requirement. First, a consumer could provide an e-mail response to a provider that confirms that the consumer can access the information in the format provided. [FN24] Second, the requirement would be satisfied if it can be demonstrated that the consumer actually accessed the information. [FN25]
  Furthermore, ESIGN provides that if a law requires a contract or record to be in writing or to be retained, that requirement is satisfied by retaining an electronic record of the information, and by keeping the record accessible for the period required by law. [FN26] ESIGN excludes certain types of contracts and records from the primary provisions of the law, including notices canceling utility services or notices canceling health insurance or life insurance benefits. [FN27] ESIGN also excludes notices for default, repossession, foreclosure, and similar actions for credit agreements secured by, or rental agreements for, a consumer's primary residence. [FN28]
  As for regulatory authority, ESIGN provides that a federal or state regulatory agency that has rulewriting authority under another statute may issue regulations interpreting the Act with respect to that statute. [FN29] Such regulations, however, must be consistent with the Act, and must meet certain other requirements. [FN30]
  ESIGN is expected to substantially impact state law initiatives. In general, the Act provides that states may supersede the provisions of ESIGN if the statelaw constitutes an unmodified enactment of the Uniform Electronic Transactions Act (UETA), [FN31] the uniform act drafted by the National Conference of Commissioners on Uniform State Laws. [FN32]
  UETA provides that a contract, record, or signature may not be denied legal effect solely because it is in electronic form. [FN33] A modification of the *1185 UETA adopted by a state, however, will be preempted by ESIGN to the extent it is inconsistent with ESIGN. [FN34] ESIGN also provides that a state law may supersede the provisions in ESIGN if the state law specifies alternative procedures or requirements for electronic records that are technology neutral and are not inconsistent with ESIGN. [FN35] ESIGN became effective October 1, 2000, except for the provisions dealing with record retention requirements imposed by federal or state laws. [FN36] The record retention provisions become effective March 1, 2001, unless a federal or state agency has begun rulemaking proceedings related to record retention, in which case ESIGN shall be effective on June 1, 2001, with respect to such requirements. [FN37]
  Although digital signatures have gained the force of law, a universally acceptable technological standard does not exist in the industry. Some institutions are issuing digital certificates and employing encryption standards that are commonly associated with digital signatures, while other institutions simply are permitting customers to apply for and accept products and services electronically. ESIGN does not describe a technology that must be used. Many believe, however, that in order for digital signatures to be utilized throughout the industry, it is important that the industry embrace technology and standards that supply the necessary authentication and nonrepudiation measures for such transactions. [FN38]
POSSIBLE FEDERAL RESERVE BOARD RULES INTERPRETING ELECTRONIC SIGNATURES LEGISLATION 
  With the passage of ESIGN, the FRB is considering four alternatives to its implementation of the legislation. First, the FRB could decide not to take any regulatory action at this time. Second, based on the August 1999 proposed amendments to the FRB's consumer regulations, such as Regulations E and Z, the FRB could adopt final changes to the regulations consistent with the provisions in ESIGN. Third, the FRB could decide to propose for public comment changes to the FRB's consumer regulations given the passage of ESIGN. Fourth, the FRB could adopt final changes for some provisions in the regulations and propose other changes for comment. The fourth approach should provide institutions with the guidance necessary to implement online products, while allowing the FRB to monitor and study any collateral issues that may arise and determine if any additional issues should be addressed.

*1186 PROPOSED AMENDMENTS TO REGULATION E AND THE OFFICIAL STAFF COMMENTARY
ATM AMENDMENTS TO REGULATION E

  On July 18, 2000, the FRB also issued proposed revisions to Regulation E  [FN39] to implement provisions of the Gramm-Leach-Bliley Act requiring the disclosure of automated teller machine (ATM) fees. [FN40] The comment period on the proposed regulatory revisions closed on August 18, 2000. [FN41] The ATM fee provisions amend various sections of the Electronic Fund Transfer Act (EFTA) [FN42] to require an additional disclosure of surcharge transaction fees to be posted or displayed on ATMs. [FN43] The proposal provides a temporary exemption until December 31, 2004 for ATMs that lack the technical capability to provide information required by the proposal. [FN44] Additionally, the amendments to the EFTA require issuers of cards useable at ATMs to include, at the time the consumer contracts for services, additional information in their initial disclosures. [FN45] Specifically, an account- holding financial institution would have to provide a notice that a fee may be imposed for EFTs initiated at an ATM owned by another entity. [FN46]
PROPOSED AMENDMENTS TO REGULATION E OFFICIAL STAFF COMMENTARY

  As mentioned above in connection with account aggregation, on June 29, 2000, the FRB issued proposed amendments to the Official Staff Commentary to Regulation E. [FN47] The comment period on the Proposal closed August 31, 2000. [FN48] The proposed revisions include guidance on the following electronic banking issues, as well as other related issues.

Written Authorization for Recurring Payments
  Regulation E requires that recurring EFTs from a consumer's account be authorized in a writing signed or "similarly authenticated" by the consumer. [FN49] For example, Regulation E requires authorizations for recurring debits from a consumer's account to be signed or "similarly authenticated." *1187[ FN50] In the past, signed or "similarly authenticated" made it difficult, at best, to obtain online consumer authorizations for recurring EFT debits. The FRB provided the industry with informal guidance on ways in which the similar authentication requirement could be met. Specifically, the FRB staff approved the use of a CVV2 or CVC2 number as a means of similar authentication. [FN51] The Proposal would provide card issuers flexibility in establishing authentication methods to satisfy the "similarly authenticated" requirement. [FN52] Under the Proposal, any authentication method that provides "similar assurance to a paper-based signature (such as a mechanism that identifies the consumer and evidences the consumer's assent to the authorization)" would meet this "similarly authenticated" requirement. [FN53] In the Proposal, the FRB notes that in the event electronic signature legislation is adopted, the "similarly authenticated" standard may not be necessary. [FN54] Given the fact that legislation was enacted, it is not clear whether the FRB will go forward with the proposed guidance.

Preauthorized EFT
  The Proposal also clarifies the definition of a "preauthorized electronic fund transfer" to mean an EFT that is authorized "in advance to recur at substantially regular intervals" and does not require any additional consumer action to initiate the transfer. [FN55]
Telephone-Initiated Transfers
  If a transfer is initiated by telephone, it is covered by Regulation E only to the extent the transfer occurs in connection with a telephone banking system or a written plan. [FN56] The Proposal would add an example to clarify that transfers using an institution's audio or voice response telephone system are covered under the regulation. [FN57]
Relationship to the Truth in Lending Act (Regulation Z)
  The Proposal provides guidance on the applicability of Regulations E and Z to two types of unauthorized transfers: (i) those where a consumer's access device is used to withdraw funds from a checking account with an overdraft feature; and (ii) those where the consumer's access device is also a credit card that can be used to receive cash advances. [FN58]
*1188 UNIFORM MONEY SERVICES ACT
  On August 9, 2000, the National Conference of Commissioners on Uniform State Laws (NCCUSL) approved the Uniform Money-Services Business Act (UMSBA). [FN59] The act seeks to regulate the activities of money service businesses (MSBs) by requiring such companies to register with state regulators and adhere to safety and soundness standards. [FN60] The UMSBA would replace a hodgepodge of state money transmitter statutes [FN61] in order to create a level playing field with respect to the entry of MSBs into various states. MSBs are "non-bank entities that do not accept deposits like traditional ... financial institutions," but instead provide "alternative mechanisms for persons to make payments or to obtain currency or cash in exchange for payment instruments." [FN62] While for many years MSBs have provided financial services such as wire transfers, money orders, traveler's checks, and check cashing, [FN63] more recently MSBs have begun offering a variety of newly- emerging payment products such as stored value cards and Internet payment services.

  One of the major goals identified by NCCUSL in the adoption of the UMSBA is to provide state regulators with a strong uniform law addressing regulatory safety and soundness standards across the country, [FN64] and to create a strong state licensing mechanism that will deter businesses that engage in money laundering and other illegal activities. [FN65] In addition, another goal of the UMSBA is to create a uniform approach to the licensing and regulation of stored value and other Internet payment mechanisms. [FN66] At the present time, the applicability of existing money transmission statutes to such diverse entities such as nonbank stored-value issuers, Internet bill payment services, and Internet money transfer services is unclear. Rather than create a varied and complex regulatory system for these emerging payments mechanisms, NCCUSL attempted to provide a simple and uniform set of licensing requirements for these new entities in order to lessen barriers to competition and increase growth in these new sectors. It is expected that consideration of the UMSBA by the various state legislatures will begin in the next legislative session.

*1189 PROPOSED RULEMAKING BY THE OCC TO FACILITATE NATIONAL BANKS' USE OF NEW TECHNOLOGIES 
  The Office of the Comptroller of the Currency (OCC) continued its efforts during the past year to enable national banks to utilize emerging technological advancements to offer traditional banking products as well as new banking applications. The OCC has approved, on a case-by-case basis, a number of Internet applications, including "transactional Web sites, commercial Web site hosting services, a virtual mall, an electronic marketplace for non-financial products, and Internet access services." [FN67] On February 2, 2000, the OCC issued an advanced notice of a proposed rulemaking (ANPR) to request public comment to determine whether the OCC's regulations and policies should be revised to "remove regulatory impediments and unnecessary burdens" to national banks' use of technology, or whether there is a need to add new provisions that would facilitate national banks' use of technology. [FN68] The ANPR identified several specific areas of concern to the OCC. The OCC invited specific input on how national banks expect to use new technologies and how these technologies will impact the ways that national banks operate under the OCC's current regulations. [FN69] The OCC also noted that Internet banking services raise legal issues with respect to how the OCC should construe references in a number of banking statutes that refer to where a bank is "located." [FN70] The OCC requested input on how it should address the term "location" in the context of their Internet activities, whether these statutory references are an impediment to national banks conducting all or part of their operations on the Internet, and whether there is a uniform approach to the interpretation of "location" that works for all relevant statutes, or does the OCC need to address each statute separately. [FN71] Finally, the OCC requested comment on whether national banks believe there are any geographical constraints in law or regulation that would impede the ability of customers of technology based banks to make deposits or engage in other types of transactions. [FN72]
*1190 E-MAIL PAYMENT SYSTEMS
  A new form of online payment activity has developed during the past year through which payment transactions are transmitted through Internet e-mail messages. Also designated as person-to-person online payments, this service enables online purchasers to conduct transactions without having to mail a check or risk sending a credit card number to an unknown person or web site. In a typical e-mail payment system, the user requests the service provider to send a payment to another party. The service provider will fund the user's request by charging either the user's credit card account or bank deposit account, which the user previously has provided to the service provider. The service provider then sends an e-mail message to the receiving party stating that the service provider is holding funds in the receiving party's name which can be redeemed by check or electronic funds transfer. Much of the popularity for e- mail payments is due to the use of such services in purchasing online auction and retail items through web sites such as eBay. It is estimated that 3.5 million consumers and businesses currently are using an e-mail money service, accounting for a daily volume of $5 million in funds transmitted. [FN73]
[FNa1]. Mr. Adams is a member of the California, District of Columbia, Missouri, and Ohio bars. Ms. Poindexter is a member of the Pennsylvania bar. Mr. Adams and Ms. Poindexter practice law with Morrison & Foerster LLP in Washington, D.C., and Mr. Martz practices law with Morrison & Foerster LLP in San Francisco, California.
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