Some Say Deal Near on Anti-Terrorism Bill, but Civil Liberties Concerns May Delay Action  

October 4, 2001  

Senators conducting a hearing Oct. 3 on the Bush administration’s request for expanded powers to combat terrorists gave mixed signals regarding whether congressional and administration interests were close to a deal that would attract widespread support.    

On the one hand, Sen. Orrin G. Hatch (R-Utah), the ranking minority member of the Senate Judiciary Committee, said that he and Chairman Patrick J. Leahy (D-Vt.) had been negotiating with Department of Justice officials and that he thought they were “very close to an agreement.”    

However, other senators expressed the need for restraint and cautioned against hastily passing a bill that would substantially increase the powers of federal officials to seek information without obtaining a warrant that required a probable cause showing.    

Sen. Arlen Specter (R-Pa.), for example, demanded the Justice Department lay out facts demonstrating that investigators needed the expanded powers in order to stop terrorists active in the United States.    

Specter offered to meet in closed session the very same day with administration officials if they would give “specifics as to what is happening out there that leads you to conclude that you need” the changes in federal law proposed by the administration.  He also expressed a desire that the issue be addressed by the full Judiciary Committee.    

The hearing of the Subcommittee on the Constitution, Federalism, and Property Rights was convened to address the protection of constitutional freedoms in consideration of laws proposed in reaction to the terrorist attacks of Sept. 11.    

Administration Wants More Powers.  Attorney General John Ashcroft proposed the Anti-Terrorism Act of 2001, a series of legislative changes intended to make the hunt for terrorists easier for federal investigators.  Included in the package were provisions that would allow the use of pen register and trap-and-trace authority to obtain information from e-mail messages.    

Federal law allows investigators to obtain information through pen register and trap-and-trace orders without a showing of probable cause, as is required under wiretapping law.  Such administrative orders allow investigators to obtain only the outgoing telephone numbers dialed on a particular telephone and the telephone numbers of incoming calls.  In contrast, the Wiretap Act requires officials to show probable cause and obtain a warrant before they could listen in on the content of a telephone call.  

Under §101 of the revised legislation, such orders could be used to obtain information from electronic communications as well.  These are the functions of the Justice Department’s Carnivore device, which has been the subject of controversy over the past year.  Carnivore, once attached to an Internet service provider’s mail server, can be programmed to sift through all incoming and outgoing mail to extract certain information, such as the destination e-mail addresses of all outgoing mail sent from a particular e-mail account.

The administration also requested legislation that would permit courts to issue multijurisdictional search warrants, bring cable service providers within the scope of the statutes, and increase federal officials’ powers under the Foreign Intelligence Surveillance Act.    

A version of the legislation was offered up by Rep. John Conyers Jr. (D-Mich.) and Rep. F. James Sensenbrenner Jr. (R-Wis.) Oct. 2.  The House bill, the Provide Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001, or the PATRIOT Act (H.R. 2975-IH), eliminated some of the provisions of the administration’s proposal that drew the most fire.    

At an Oct. 2 panel discussion sponsored by the Congressional Internet Caucus, Rep. Robert W. Goodlatte (R-Va.) expressed his support for the notion that Congress must carefully consider the effect on constitutional rights of any anti-terrorism legislation.    

In particular, Goodlatte emphatically spoke against any attempt to restrict the development and use of encryption technology, which has not been included in the current legislative package, but which has been proposed by some in the Senate.    

Comparison Made to Telephone Numbers.  At that discussion, Rep. Frederick C. Boucher (D-Va.) agreed with those who expressed concern about whether the use of Carnivore on e-mail servers would be sufficiently equivalent to the use of pen register and trap-and-trace devices on telephones.   

In particular, Boucher and others asked whether the subject matter line of an e-mail message could be considered content, which would not be obtainable under pen register and trap-and-trace authority, or routing or addressing information, which would be.    

Additionally, Boucher said, URLs visited by a web surfer might be considered routing information, but once such information was obtained, investigators would have instant access to the content of web pages viewed by the subject of investigation without having had to obtain a search warrant that required a showing of probable cause.       

Viet Dinh, assistant attorney general for legal policy, said the Justice Department agreed that subject lines were content and not routing information and, therefore, would not try to obtain such information under pen register and trap-and-trace authority.

Even leaving out the subject line and other information the Justice Department regards as content, the routing and addressing information in an e-mail message is not equivalent to the telephone numbers obtained under pen register and trap-and-trace authority, according to John Podesta, a law professor at Georgetown University and former Clinton White House chief of staff.    

Podesta argued that such information is somewhere in between telephone numbers and message content and therefore should be subject to a level of protection somewhere in between.    

Anti-Hacker Provision May Be Broad.  He also expressed concern about the anti-hacker provision of the proposal-§105 of the PATRIOT Act and §106 of the administration’s proposal-which would allow investigators to obtain all information, including content information, of someone who had accessed a computer system without authorization, as long as the investigators had the permission of the system operator.  

It was unclear, Podesta said, whether a simple violation of terms of service would be considered unauthorized access.  For example, if a user downloaded an unauthorized copy of a copyrighted sound recording through a service provider in violation of that provider’s terms of service, that could be a pretense for allowing investigators full access to that user’s communications.

Again, Dinh responded to this concern by saying that this provision was not meant to apply in such a situation.    

In both the cases, the proposed legislation should explicitly state that the examples would not be reachable without a warrant, according to Jerry Berman of the Center for Democracy and Technology, who testified at the Oct. 3 Senate subcommittee hearing and was also in attendance at the Oct. 2 Congressional Internet Caucus event.  Instead, the proposal uses undefined terms such as “content” and “routing information.”    

Barr Agrees with Concerns.  At a Cato Institute panel discussion later the same day, Rep. Bob Barr (R-Ga.) expressed agreement with those objecting to applying pen register and trap-and-trace authority to e-mail messages.    

“The problem is that the legislation leaves entirely up to the government what is and what is not the content of the communication,” Barr said.      

One commenter at the Cato Institute, Stuart Taylor, however, expressed doubt as to whether such authority would be intrusive on individuals’ privacy rights.

Taylor, a writer for National Journal, argued that the federal government’s track record on respecting individuals’ privacy was much improved since the days of J. Edgar Hoover and that the balance of concerns might tilt in favor of granting the Justice Department’s requests for expanded authority.    

“Is electronic privacy overrated?”  Taylor asked, saying that there has been no evidence of Orwellian technological intrusion by the government.    

Jonathan Turley, a law professor at George Washington University, said in response that it would be a mistake to treat electronic privacy differently from other kinds of privacy.  Such potential surveillance would result in a chilling effect on speech, he said.  
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