MASSACHUSETTS STATUTES

M.G.L.A. 272

Massachusetts General Laws Annotated

Part IV. Crimes, Punishments and Proceedings in Criminal Cases
Title 1. Crimes and Punishments

*@Chapter 271. Crimes Against Public Policy

8 17B. Use of public communications for unlawful purposes; demand of records

Whenever the attorney general or a district attorney has reasonable grounds for belief that
the service of a common carrier, subject to the jurisdiction of the department of
telecommunications and energy, as defined in paragraph (d) of section twelve of chapter
one hundred and fifty-nine, furnished to a person or to a location, is being or may be used
for an unlawful purpose he may, acting within his jurisdiction, demand all the records in
the possession of such common carrier relating to any such service. Such common carrier
shall forthwith deliver to the attorney general or district attorney all the records so
demanded. No such common carrier or employee shall be civilly or criminally
responsible for furnishing any records or information in compliance with said demand.

M.G.L.A. 159

Massachusetts General Laws Annotated
Part I. Administration of the Government
Title XXII. Corporations

*EChapter 159. Common Carriers
*ESupervision and Regulation

8§ 12. Services supervised and regulated by department

The department shall, so far as may be necessary for the purpose of carrying
out the provisions of law relative thereto, have general supervision and
regulation of, and jurisdiction and control over, the following services, when
furnished or rendered for public use within the commonwealth, except when
such services are provided by a municipal lighting plant or cooperative public
corporation which provides telecommunications services pursuant to section
47E of chapter 164, and in the exercise thereof, the department shall take
cognizance of all applicable transportation plans and programs adopted by
the public works commission pursuant to section five A of chapter sixteen,
and all persons, firms, corporations, associations and joint stock associations
or companies furnishing or rendering any such service or services, in sections
ten to forty-four, inclusive, collectively called common carriers and severally
called a common carrier:

(a) The transportation or carriage of persons or property, or both, between
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points within the commonwealth by railroads, street railways, in this chapter
called railways, electric railroads, trackless trolleys and ships or vessels in
excess of one hundred gross tons using steam or Diesel engine as means of
propulsion, including express service and car service carried on, upon or
rendered in connection with such railroads, railways, electric railroads,
trackless trolleys or ships or vessels in excess of one hundred gross tons using
steam or Diesel engine as means of propulsion.

(b) The carriage of passengers for hire upon motor vehicles as provided in
chapter one hundred and fifty-nine A, in section seventy A of chapter one
hundred and sixty and in section forty-four of chapter one hundred and sixty-
one, but only to the extent therein provided.

(c) The operation of all conveniences, appliances, facilities or equipment
utilized in connection with, or appertaining to, such transportation or carriage
of persons or property or such express service or car service, by whomsoever
owned or provided, whether the service be common carriage or merely in
facilitation of common carriage.

(d) The transmission of intelligence within the commonwealth by electricity,
by means of telephone lines or telegraph lines or any other method or system
of communication, including the operation of all conveniences, appliances,
instrumentalities, or equipment appertaining thereto, or utilized in connection
therewith. The provision of such services by a telecommunications system
established and operated pursuant to section 47E of chapter 164 shall be
subject to this chapter with respect to customer billing notification and
termination, filing of tariffs, interconnection agreements, number pooling and
filing of annual reports, to the same extent as privately owned and operated
telecommunications systems.

M.G.L.A. 272

Massachusetts General Laws Annotated

Part IV. Crimes, Punishments and Proceedings in Criminal Cases

Title 1. Crimes and Punishments

"EChapter 272. Crimes Against Chastity, Morality, Decency and Good Order (Refs &

ANNoS)

8 29. Dissemination or possession of obscene matter; punishment; defense

Whoever disseminates any matter which is obscene, knowing it to be obscene, or
whoever has in his possession any matter which is obscene, knowing it to be obscene,
with the intent to disseminate the same, shall be punished by imprisonment in the state
prison for not more than five years or in a jail or house of correction for not more than
two and one-half years or by a fine of not less than one thousand nor more than ten
thousand dollars for the first offense, not less than five thousand nor more than twenty
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thousand dollars for the second offense, or not less than ten thousand nor more than thirty
thousand dollars for the third and subsequent offenses, or by both such fine and
imprisonment. A prosecution commenced under this section shall not be continued
without a finding nor placed on file. It shall be a defense under this section if the
evidence proves that the defendant was a bona fide school, museum or library, or was
acting in the course of his employment as an employee of such organization or of a retail
outlet affiliated with and serving the educational purpose of such organization.

8 29A. Posing or exhibiting child in state of nudity or sexual conduct; punishment

(a) Whoever, either with knowledge that a person is a child under eighteen years of age
or while in possession of such facts that he should have reason to know that such person
is a child under eighteen years of age, and with lascivious intent, hires, coerces, solicits or
entices, employs, procures, uses, causes, encourages, or knowingly permits such child to
pose or be exhibited in a state of nudity, for the purpose of representation or reproduction
in any visual material, shall be punished by imprisonment in the state prison for a term of
not less than ten nor more than twenty years, or by a fine of not less than ten thousand nor
more than fifty thousand dollars, or by both such fine and imprisonment.

(b) Whoever, either with knowledge that a person is a child under eighteen years of age
or while in possession of such facts that he should have reason to know that such person
is a child under eighteen years of age, hires, coerces, solicits or entices, employs,
procures, uses, causes, encourages, or knowingly permits such child to participate or
engage in any act that depicts, describes, or represents sexual conduct for the purpose of
representation or reproduction in any visual material, or to engage in any live
performance involving sexual conduct, shall be punished by imprisonment in the state
prison for a term of not less than ten nor more than twenty years, or by a fine of not less
than ten thousand nor more than fifty thousand dollars, or by both such fine and
imprisonment.

(c) In a prosecution under this section, a minor shall be deemed incapable of consenting
to any conduct of the defendant for which said defendant is being prosecuted.

(d) For the purposes of this section, the determination whether the person in any visual
material prohibited hereunder is under eighteen years of age may be made by the personal
testimony of such person, by the testimony of a person who produced, processed,
published, printed or manufactured such visual material that the child therein was known
to him to be under eighteen years of age, or by expert medical testimony as to the age of
the person based upon the person's physical appearance, by inspection of the visual
material, or by any other method authorized by any general or special law or by any
applicable rule of evidence.



8§ 29B. Dissemination of visual material of child in state of nudity or sexual conduct;
punishment

(a) Whoever, with lascivious intent, disseminates any visual material that contains a
representation or reproduction of any posture or exhibition in a state of nudity involving
the use of a child who is under eighteen years of age, knowing the contents of such visual
material or having sufficient facts in his possession to have knowledge of the contents
thereof, or has in his possession any such visual material knowing the contents or having
sufficient facts in his possession to have knowledge of the contents thereof, with the
intent to disseminate the same, shall be punished in the state prison for a term of not less
than ten nor more than twenty years or by a fine of not less than ten thousand nor more
than fifty thousand dollars or three times the monetary value of any economic gain
derived from said dissemination, whichever is greater, or by both such fine and
imprisonment.

(b) Whoever with lascivious intent disseminates any visual material that contains a
representation or reproduction of any act that depicts, describes, or represents sexual
conduct participated or engaged in by a child who is under eighteen years of age,
knowing the contents of such visual material or having sufficient facts in his possession
to have knowledge of the contents thereof, or whoever has in his possession any such
visual material knowing the contents or having sufficient facts in his possession to have
knowledge of the contents thereof, with the intent to disseminate the same, shall be
punished in the state prison for a term of not less than ten nor more than twenty years or
by a fine of not less than ten thousand nor more than fifty thousand dollars or three times
the monetary value of any economic gain derived from said dissemination, whichever is
greater, or by both such fine and imprisonment.

(c) For the purposes of this section, the determination whether the child in any visual
material prohibited hereunder is under eighteen years of age may be made by the personal
testimony of such child, by the testimony of a person who produced, processed,
published, printed or manufactured such visual material that the child therein was known
to him to be under eighteen years of age, by testimony of a person who observed the
visual material, or by expert medical testimony as to the age of the child based upon the
child's physical appearance, by inspection of the visual material, or by any other method
authorized by any general or special law or by any applicable rule of evidence.

(d) In a prosecution under this section, a minor shall be deemed incapable of consenting
to any conduct of the defendant for which said defendant is being prosecuted.

(e) Pursuant to this section, proof that dissemination of any visual material that contains a
representation or reproduction of sexual conduct or of any posture or exhibition in a state
of nudity involving the use of a child who is under eighteen years of age was for a bona
fide scientific, medical, or educational purpose for a bona fide school, museum, or library
may be considered as evidence of a lack of lascivious intent.



§ 29C. Knowing purchase or possession of visual material of child depicted in sexual
conduct; punishment

Whoever knowingly purchases or possesses a negative, slide, book, magazine, film,
videotape, photograph or other similar visual reproduction, or depiction by computer, of
any child whom the person knows or reasonably should know to be under the age of 18
years of age and such child is:

(1) actually or by simulation engaged in any act of sexual intercourse with any person or
animal;

(ii) actually or by simulation engaged in any act of sexual contact involving the sex
organs of the child and the mouth, anus or sex organs of the child and the sex organs of
anOther person or animal;

(iii) actually or by simulation engaged in any act of masturbation;

(iv) actually or by simulation portrayed as being the object of, or otherwise engaged in,
any act of lewd fondling, touching, or caressing involving another person or animal;

(v) actually or by simulation engaged in any act of excretion or urination within a sexual
context;

(vi) actually or by simulation portrayed or depicted as bound, fettered, or subject to
sadistic, masochistic, or sadomasochistic abuse in any sexual context; or

(vii) depicted or portrayed in any pose, posture or setting involving a lewd exhibition of
the unclothed genitals, pubic area, buttocks or, if such person is female, a fully or
partially developed breast of the child; with knowledge of the nature or content thereof
shall be punished by imprisonment in the state prison for not more than five years or in a
jail or house of correction for not more than two and one-half years or by a fine of not
less than $1,000 nor more than $10,000, or by both such fine and imprisonment for the
first offense, not less than five years in a state prison or by a fine of not less than $5,000
nor more than $20,000, or by both such fine and imprisonment for the second offense, not
less than 10 years in a state prison or by a fine of not less than $10,000 nor more than
$30,000, or by both such fine and imprisonment for the third and subsequent offenses.

A prosecution commenced under this section shall not be continued without a finding nor
placed on file.

The provisions of this section shall not apply to a law enforcement officer, licensed
physician, licensed psychologist, attorney or officer of the court who is in possession of
such materials in the lawful performance of his official duty. Nor shall the provisions of
this section apply to an employee of a bona fide enterprise, the purpose of which
enterprise is to filter or otherwise restrict access to such materials, who possesses
examples of computer depictions of such material for the purposes of furthering the
legitimate goals of such enterprise.



8 99. Interception of wire and oral communications
Interception of wire and oral communications.--
A. Preamble.

The general court finds that organized crime exists within the commonwealth and that the
increasing activities of organized crime constitute a grave danger to the public welfare
and safety. Organized crime, as it exists in the commonwealth today, consists of a
continuing conspiracy among highly organized and disciplined groups to engage in
supplying illegal goods and services. In supplying these goods and services organized
crime commits unlawful acts and employs brutal and violent tactics. Organized crime is
infiltrating legitimate business activities and depriving honest businessmen of the right to
make a living.

The general court further finds that because organized crime carries on its activities
through layers of insulation and behind a wall of secrecy, government has been
unsuccessful in curtailing and eliminating it. Normal investigative procedures are not
effective in the investigation of illegal acts committed by organized crime. Therefore, law
enforcement officials must be permitted to use modern methods of electronic
surveillance, under strict judicial supervision, when investigating these organized
criminal activities.

The general court further finds that the uncontrolled development and unrestricted use of
modern electronic surveillance devices pose grave dangers to the privacy of all citizens of
the commonwealth. Therefore, the secret use of such devices by private individuals must
be prohibited. The use of such devices by law enforcement officials must be conducted
under strict judicial supervision and should be limited to the investigation of organized
crime.

B. Definitions. As used in this section--

1. The term "wire communication™ means any communication made in whole or in part
through the use of facilities for the transmission of communications by the aid of wire,
cable, or other like connection between the point of origin and the point of reception.

2. The term "oral communication™ means speech, except such speech as is transmitted
over the public air waves by radio or other similar device.

3. The term "intercepting device" means any device or apparatus which is capable of
transmitting, receiving, amplifying, or recording a wire or oral communication other than
a hearing aid or similar device which is being used to correct subnormal hearing to
normal and other than any telephone or telegraph instrument, equipment, facility, or a
component thereof, (a) furnished to a subscriber or user by a communications common
carrier in the ordinary course of its business under its tariff and being used by the
subscriber or user in the ordinary course of its business; or (b) being used by a



communications common carrier in the ordinary course of its business.

4. The term "interception™ means to secretly hear, secretly record, or aid another to
secretly hear or secretly record the contents of any wire or oral communication through
the use of any intercepting device by any person other than a person given prior authority
by all parties to such communication; provided that it shall not constitute an interception
for an investigative or law enforcement officer, as defined in this section, to record or
transmit a wire or oral communication if the officer is a party to such communication or
has been given prior authorization to record or transmit the communication by such a
party and if recorded or transmitted in the course of an investigation of a designated
offense as defined herein.

5. The term "contents"”, when used with respect to any wire or oral communication,
means any information concerning the identity of the parties to such communication or
the existence, contents, substance, purport, or meaning of that communication.

6. The term "aggrieved person™ means any individual who was a party to an intercepted
wire or oral communication or who was named in the warrant authorizing the
interception, or who would otherwise have standing to complain that his personal or
property interest or privacy was invaded in the course of an interception.

7. The term "designated offense™ shall include the following offenses in connection with
organized crime as defined in the preamble: arson, assault and battery with a dangerous
weapon, extortion, bribery, burglary, embezzlement, forgery, gaming in violation of
section seventeen of chapter two hundred and seventy-one of the general laws,
intimidation of a witness or juror, kidnapping, larceny, lending of money or things of
value in violation of the general laws, mayhem, murder, any offense involving the
possession or sale of a narcotic or harmful drug, perjury, prostitution, robbery,
subornation of perjury, any violation of this section, being an accessory to any of the
foregoing offenses and conspiracy or attempt or solicitation to commit any of the
foregoing offenses.

8. The term "investigative or law enforcement officer" means any officer of the United
States, a state or a political subdivision of a state, who is empowered by law to conduct
investigations of, or to make arrests for, the designated offenses, and any attorney
authorized by law to participate in the prosecution of such offenses.

9. The term "judge of competent jurisdiction” means any justice of the superior court of
the commonwealth.

10. The term "chief justice" means the chief justice of the superior court of the
commonwealth.

11. The term "issuing judge" means any justice of the superior court who shall issue a
warrant as provided herein or in the event of his disability or unavailability any other
judge of competent jurisdiction designated by the chief justice.



12. The term "communication common carrier" means any person engaged as a common
carrier in providing or operating wire communication facilities.

13. The term "person” means any individual, partnership, association, joint stock
company, trust, or corporation, whether or not any of the foregoing is an officer, agent or
employee of the United States, a state, or a political subdivision of a state.

14. The terms "sworn" or "under oath" as they appear in this section shall mean an oath
or affirmation or a statement subscribed to under the pains and penalties of perjury.

15. The terms "applicant attorney general™ or "applicant district attorney" shall mean the
attorney general of the commonwealth or a district attorney of the commonwealth who
has made application for a warrant pursuant to this section.

16. The term "exigent circumstances" shall mean the showing of special facts to the
issuing judge as to the nature of the investigation for which a warrant is sought pursuant
to this section which require secrecy in order to obtain the information desired from the
interception sought to be authorized.

17. The term "financial institution” shall mean a bank, as defined in section 1 of chapter
167, and an investment bank, securities broker, securities dealer, investment adviser,
mutual fund, investment company or securities custodian as defined in section 1.165-
12(c)(1) of the United States Treasury regulations.

18. The term "corporate and institutional trading partners™ shall mean financial
institutions and general business entities and corporations which engage in the business
of cash and asset management, asset management directed to custody operations,
securities trading, and wholesale capital markets including foreign exchange, securities
lending, and the purchase, sale or exchange of securities, options, futures, swaps,
derivatives, repurchase agreements and other similar financial instruments with such
financial institution.

C. Offenses.
1. Interception, oral communications prohibited.
Except as otherwise specifically provided in this section any person who--

willfully commits an interception, attempts to commit an interception, or procures any
other person to commit an interception or to attempt to commit an interception of any
wire or oral communication shall be fined not more than ten thousand dollars, or
imprisoned in the state prison for not more than five years, or imprisoned in a jail or
house of correction for not more than two and one half years, or both so fined and given
one such imprisonment.
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Proof of the installation of any intercepting device by any person under circumstances
evincing an intent to commit an interception, which is not authorized or permitted by this
section, shall be prima facie evidence of a violation of this subparagraph.

2. Editing of tape recordings in judicial proceeding prohibited.

Except as otherwise specifically provided in this section any person who willfully edits,
alters or tampers with any tape, transcription or recording of oral or wire communications
by any means, or attempts to edit, alter or tamper with any tape, transcription or recording
of oral or wire communications by any means with the intent to present in any judicial
proceeding or proceeding under oath, or who presents such recording or permits such
recording to be presented in any judicial proceeding or proceeding under oath, without
fully indicating the nature of the changes made in the original state of the recording, shall
be fined not more than ten thousand dollars or imprisoned in the state prison for not more
than five years or imprisoned in a jail or house of correction for not more than two years
or both so fined and given one such imprisonment.

3. Disclosure or use of wire or oral communications prohibited.
Except as otherwise specifically provided in this section any person who--

a. willfully discloses or attempts to disclose to any person the contents of any wire or oral
communication, knowing that the information was obtained through interception; or

b. willfully uses or attempts to use the contents of any wire or oral communication,
knowing that the information was obtained through interception, shall be guilty of a
misdemeanor punishable by imprisonment in a jail or a house of correction for not more
than two years or by a fine of not more than five thousand dollars or both.

4. Disclosure of contents of applications, warrants, renewals, and returns prohibited.
Except as otherwise specifically provided in this section any person who--

willfully discloses to any person, any information concerning or contained in, the
application for, the granting or denial of orders for interception, renewals, notice or return
on an ex parte order granted pursuant to this section, or the contents of any document,
tape, or recording kept in accordance with paragraph N, shall be guilty of a misdemeanor
punishable by imprisonment in a jail or a house of correction for not more than two years
or by a fine of not more than five thousand dollars or both.

5. Possession of interception devices prohibited.
A person who possesses any intercepting device under circumstances evincing an intent

to commit an interception not permitted or authorized by this section, or a person who
permits an intercepting device to be used or employed for an interception not permitted or



authorized by this section, or a person who possesses an intercepting device knowing that
the same is intended to be used to commit an interception not permitted or authorized by
this section, shall be guilty of a misdemeanor punishable by imprisonment in a jail or
house of correction for not more than two years or by a fine of not more than five
thousand dollars or both.

The installation of any such intercepting device by such person or with his permission or
at his direction shall be prima facie evidence of possession as required by this
subparagraph.

6. Any person who permits or on behalf of any other person commits or attempts to
commit, or any person who participates in a conspiracy to commit or to attempt to
commit, or any accessory to a person who commits a violation of subparagraphs 1
through 5 of paragraph C of this section shall be punished in the same manner as is
provided for the respective offenses as described in subparagraphs 1 through 5 of
paragraph C.

D. Exemptions.
1. Permitted interception of wire or oral communications.
It shall not be a violation of this section--

a. for an operator of a switchboard, or an officer, employee, or agent of any
communication common carrier, whose facilities are used in the transmission of a wire
communication, to intercept, disclose, or use that communication in the normal course of
his employment while engaged in any activity which is a necessary incident to the
rendition of service or to the protection of the rights or property of the carrier of such
communication, or which is necessary to prevent the use of such facilities in violation of
section fourteen A of chapter two hundred and sixty-nine of the general laws; provided,
that said communication common carriers shall not utilize service observing or random
monitoring except for mechanical or service quality control checks.

b. for persons to possess an office intercommunication system which is used in the
ordinary course of their business or to use such office intercommunication system in the
ordinary course of their business.

c. for investigative and law enforcement officers of the United States of America to
violate the provisions of this section if acting pursuant to authority of the laws of the
United States and within the scope of their authority.

d. for any person duly authorized to make specified interceptions by a warrant issued
pursuant to this section.

e. for investigative or law enforcement officers to violate the provisions of this section for
the purposes of ensuring the safety of any law enforcement officer or agent thereof who
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IS acting in an undercover capacity, or as a witness for the commonwealth; provided,
however, that any such interception which is not otherwise permitted by this section shall
be deemed unlawful for purposes of paragraph P.

f. for a financial institution to record telephone communications with its corporate or
institutional trading partners in the ordinary course of its business; provided, however,
that such financial institution shall establish and maintain a procedure to provide semi-
annual written notice to its corporate and institutional trading partners that telephone
communications over designated lines will be recorded.

2. Permitted disclosure and use of intercepted wire or oral communications.

a. Any investigative or law enforcement officer, who, by any means authorized by this
section, has obtained knowledge of the contents of any wire or oral communication, or
evidence derived therefrom, may disclose such contents or evidence in the proper
performance of his official duties.

b. Any investigative or law enforcement officer, who, by any means authorized by this
section has obtained knowledge of the contents of any wire or oral communication, or
evidence derived therefrom, may use such contents or evidence in the proper
performance of his official duties.

c. Any person who has obtained, by any means authorized by this section, knowledge of
the contents of any wire or oral communication, or evidence derived therefrom, may
disclose such contents while giving testimony under oath or affirmation in any criminal
proceeding in any court of the United States or of any state or in any federal or state
grand jury proceeding.

d. The contents of any wire or oral communication intercepted pursuant to a warrant in
accordance with the provisions of this section, or evidence derived therefrom, may
otherwise be disclosed only upon a showing of good cause before a judge of competent
jurisdiction.

e. No otherwise privileged wire or oral communication intercepted in accordance with, or
in violation of, the provisions of this section shall lose its privileged character.

E. Warrants: when issuable:

A warrant may issue only:

1. Upon a sworn application in conformity with this section; and

2. Upon a showing by the applicant that there is probable cause to believe that a
designated offense has been, is being, or is about to be committed and that evidence of

the commission of such an offense may thus be obtained or that information which will
aid in the apprehension of a person who the applicant has probable cause to believe has
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committed, is committing, or is about to commit a designated offense may thus be
obtained; and

3. Upon a showing by the applicant that normal investigative procedures have been tried
and have failed or reasonably appear unlikely to succeed if tried.

F. Warrants: application.

1. Application. The attorney general, any assistant attorney general specially designated
by the attorney general, any district attorney, or any assistant district attorney specially
designated by the district attorney may apply ex parte to a judge of competent jurisdiction
for a warrant to intercept wire or oral communications. Each application ex parte for a
warrant must be in writing, subscribed and sworn to by the applicant authorized by this
subparagraph.

2. The application must contain the following:

a. A statement of facts establishing probable cause to believe that a particularly described
designated offense has been, is being, or is about to be committed; and

b. A statement of facts establishing probable cause to believe that oral or wire
communications of a particularly described person will constitute evidence of such
designated offense or will aid in the apprehension of a person who the applicant has
probable cause to believe has committed, is committing, or is about to commit a
designated offense; and

c. That the oral or wire communications of the particularly described person or persons
will occur in a particularly described place and premises or over particularly described
telephone or telegraph lines; and

d. A particular description of the nature of the oral or wire communications sought to be
overheard; and

e. A statement that the oral or wire communications sought are material to a particularly
described investigation or prosecution and that such conversations are not legally
privileged; and

f. A statement of the period of time for which the interception is required to be
maintained. If practicable, the application should designate hours of the day or night
during which the oral or wire communications may be reasonably expected to occur. If
the nature of the investigation is such that the authorization for the interception should
not automatically terminate when the described oral or wire communications have been
first obtained, the application must specifically state facts establishing probable cause to
believe that additional oral or wire communications of the same nature will occur
thereafter; and
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g. If it is reasonably necessary to make a secret entry upon a private place and premises in
order to install an intercepting device to effectuate the interception, a statement to such
effect; and

h. If a prior application has been submitted or a warrant previously obtained for
interception of oral or wire communications, a statement fully disclosing the date, court,
applicant, execution, results, and present status thereof; and

i. If there is good cause for requiring the postponement of service pursuant to paragraph
L, subparagraph 2, a description of such circumstances, including reasons for the
applicant's belief that secrecy is essential to obtaining the evidence or information sought.

3. Allegations of fact in the application may be based either upon the personal knowledge
of the applicant or upon information and belief. If the applicant personally knows the
facts alleged, it must be so stated. If the facts establishing such probable cause are
derived in whole or part from the statements of persons other than the applicant, the
sources of such information and belief must be either disclosed or described; and the
application must contain facts establishing the existence and reliability of any informant
and the reliability of the information supplied by him. The application must also state, so
far as possible, the basis of the informant's knowledge or belief. If the applicant's
information and belief is derived from tangible evidence or recorded oral evidence, a
copy or detailed description thereof should be annexed to or included in the application.
Affidavits of persons other than the applicant may be submitted in conjunction with the
application if they tend to support any fact or conclusion alleged therein. Such
accompanying affidavits may be based either on personal knowledge of the affiant or
information and belief, with the source thereof, and reason therefor, specified.

G. Warrants: application to whom made.

Application for a warrant authorized by this section must be made to a judge of
competent jurisdiction in the county where the interception is to occur, or the county
where the office of the applicant is located, or in the event that there is no judge of
competent jurisdiction sitting in said county at such time, to a judge of competent
jurisdiction sitting in Suffolk County; except that for these purposes, the office of the
attorney general shall be deemed to be located in Suffolk County.

H. Warrants: application how determined.

1. If the application conforms to paragraph F, the issuing judge may examine under oath
any person for the purpose of determining whether probable cause exists for the issuance
of the warrant pursuant to paragraph E. A verbatim transcript of every such interrogation
or examination must be taken, and a transcription of the same, sworn to by the
stenographer, shall be attached to the application and be deemed a part thereof.

2. If satisfied that probable cause exists for the issuance of a warrant the judge may grant
the application and issue a warrant in accordance with paragraph 1. The application and
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an attested copy of the warrant shall be retained by the issuing judge and transported to
the chief justice of the superior court in accordance with the provisions of paragraph N of
this section.

3. If the application does not conform to paragraph F, or if the judge is not satisfied that
probable cause has been shown sufficient for the issuance of a warrant, the application
must be denied.

I. Warrants: form and content.
A warrant must contain the following:
1. The subscription and title of the issuing judge; and

2. The date of issuance, the date of effect, and termination date which in no event shall
exceed thirty days from the date of effect. The warrant shall permit interception of oral or
wire communications for a period not to exceed fifteen days. If physical installation of a
device is necessary, the thirty-day period shall begin upon the date of installation. If the
effective period of the warrant is to terminate upon the acquisition of particular evidence
or information or oral or wire communication, the warrant shall so provide; and

3. A particular description of the person and the place, premises or telephone or telegraph
line upon which the interception may be conducted; and

4. A particular description of the nature of the oral or wire communications to be
obtained by the interception including a statement of the designated offense to which they
relate; and

5. An express authorization to make secret entry upon a private place or premises to
install a specified intercepting device, if such entry is necessary to execute the warrant;
and

6. A statement providing for service of the warrant pursuant to paragraph L except that if
there has been a finding of good cause shown requiring the postponement of such service,
a statement of such finding together with the basis therefor must be included and an
alternative direction for deferred service pursuant to paragraph L, subparagraph 2.

J. Warrants: renewals.

1. Any time prior to the expiration of a warrant or a renewal thereof, the applicant may
apply to the issuing judge for a renewal thereof with respect to the same person, place,
premises or telephone or telegraph line. An application for renewal must incorporate the
warrant sought to be renewed together with the application therefor and any
accompanying papers upon which it was issued. The application for renewal must set
forth the results of the interceptions thus far conducted. In addition, it must set forth
present grounds for extension in conformity with paragraph F, and the judge may
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interrogate under oath and in such an event a transcript must be provided and attached to
the renewal application in the same manner as is set forth in subparagraph 1 of paragraph
H.

2. Upon such application, the judge may issue an order renewing the warrant and
extending the authorization for a period not exceeding fifteen (15) days from the entry
thereof. Such an order shall specify the grounds for the issuance thereof. The application
and an attested copy of the order shall be retained by the issuing judge to be transported
to the chief justice in accordance with the provisions of subparagraph N of this section. In
no event shall a renewal be granted which shall terminate later than two years following
the effective date of the warrant.

K. Warrants: manner and time of execution.
1. A warrant may be executed pursuant to its terms anywhere in the commonwealth.

2. Such warrant may be executed by the authorized applicant personally or by any
investigative or law enforcement officer of the commonwealth designated by him for the
purpose.

3. The warrant may be executed according to its terms during the hours specified therein,
and for the period therein authorized, or a part thereof. The authorization shall terminate
upon the acquisition of the oral or wire communications, evidence or information
described in the warrant. Upon termination of the authorization in the warrant and any
renewals thereof, the interception must cease at once, and any device installed for the
purpose of the interception must be removed as soon thereafter as practicable. Entry upon
private premises for the removal of such device is deemed to be authorized by the
warrant.

L. Warrants: service thereof.

1. Prior to the execution of a warrant authorized by this section or any renewal thereof, an
attested copy of the warrant or the renewal must, except as otherwise provided in
subparagraph 2 of this paragraph, be served upon a person whose oral or wire
communications are to be obtained, and if an intercepting device is to be installed, upon
the owner, lessee, or occupant of the place or premises, or upon the subscriber to the
telephone or owner or lessee of the telegraph line described in the warrant.

2. If the application specially alleges exigent circumstances requiring the postponement
of service and the issuing judge finds that such circumstances exist, the warrant may
provide that an attested copy thereof may be served within thirty days after the expiration
of the warrant or, in case of any renewals thereof, within thirty days after the expiration
of the last renewal; except that upon a showing of important special facts which set forth
the need for continued secrecy to the satisfaction of the issuing judge, said judge may
direct that the attested copy of the warrant be served on such parties as are required by
this section at such time as may be appropriate in the circumstances but in no event may
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he order it to be served later than three (3) years from the time of expiration of the
warrant or the last renewal thereof. In the event that the service required herein is
postponed in accordance with this paragraph, in addition to the requirements of any other
paragraph of this section, service of an attested copy of the warrant shall be made upon
any aggrieved person who should reasonably be known to the person who executed or
obtained the warrant as a result of the information obtained from the interception
authorized thereby.

3. The attested copy of the warrant shall be served on persons required by this section by
an investigative or law enforcement officer of the commonwealth by leaving the same at
his usual place of abode, or in hand, or if this is not possible by mailing the same by
certified or registered mail to his last known place of abode. A return of service shall be
made to the issuing judge, except, that if such service is postponed as provided in
subparagraph 2 of paragraph L, it shall be made to the chief justice. The return of service
shall be deemed a part of the return of the warrant and attached thereto.

M. Warrant: return.

Within seven days after termination of the warrant or the last renewal thereof, a return
must be made thereon to the judge issuing the warrant by the applicant therefor,
containing the following:

a. a statement of the nature and location of the communications facilities, if any, and
premise or places where the interceptions were made; and

b. the periods of time during which such interceptions were made; and
c. the names of the parties to the communications intercepted if known; and
d. the original recording of the oral or wire communications intercepted, if any; and

e. a statement attested under the pains and penalties of perjury by each person who heard
oral or wire communications as a result of the interception authorized by the warrant,
which were not recorded, stating everything that was overheard to the best of his
recollection at the time of the execution of the statement.

N. Custody and secrecy of papers and recordings made pursuant to a warrant.

1. The contents of any wire or oral communication intercepted pursuant to a warrant
issued pursuant to this section shall, if possible, be recorded on tape or wire or other
similar device. Duplicate recordings may be made for use pursuant to subparagraphs 2 (a)
and (b) of paragraph D for investigations. Upon examination of the return and a
determination that it complies with this section, the issuing judge shall forthwith order
that the application, all renewal applications, warrant, all renewal orders and the return
thereto be transmitted to the chief justice by such persons as he shall designate. Their
contents shall not be disclosed except as provided in this section. The application,
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renewal applications, warrant, the renewal order and the return or any one of them or any
part of them may be transferred to any trial court, grand jury proceeding of any
jurisdiction by any law enforcement or investigative officer or court officer designated by
the chief justice and a trial justice may allow them to be disclosed in accordance with
paragraph D, subparagraph 2, or paragraph O or any other applicable provision of this
section.

The application, all renewal applications, warrant, all renewal orders and the return shall
be stored in a secure place which shall be designated by the chief justice, to which access
shall be denied to all persons except the chief justice or such court officers or
administrative personnel of the court as he shall designate.

2. Any violation of the terms and conditions of any order of the chief justice, pursuant to
the authority granted in this paragraph, shall be punished as a criminal contempt of court
in addition to any other punishment authorized by law.

3. The application, warrant, renewal and return shall be kept for a period of five (5) years
from the date of the issuance of the warrant or the last renewal thereof at which time they
shall be destroyed by a person designated by the chief justice. Notice prior to the
destruction shall be given to the applicant attorney general or his successor or the
applicant district attorney or his successor and upon a showing of good cause to the chief
justice, the application, warrant, renewal, and return may be kept for such additional
period as the chief justice shall determine but in no event longer than the longest period
of limitation for any designated offense specified in the warrant, after which time they
must be destroyed by a person designated by the chief justice.

O. Introduction of evidence.

1. Notwithstanding any other provisions of this section or any order issued pursuant
thereto, in any criminal trial where the commonwealth intends to offer in evidence any
portions of the contents of any interception or any evidence derived therefrom the
defendant shall be served with a complete copy of each document and item which make
up each application, renewal application, warrant, renewal order, and return pursuant to
which the information was obtained, except that he shall be furnished a copy of any
recording instead of the original. The service must be made at the arraignment of the
defendant or, if a period in excess of thirty (30) days shall elapse prior to the
commencement of the trial of the defendant, the service may be made at least thirty (30)
days before the commencement of the criminal trial. Service shall be made in hand upon
the defendant or his attorney by any investigative or law enforcement officer of the
commonwealth. Return of the service required by this subparagraph including the date of
service shall be entered into the record of trial of the defendant by the commonwealth and
such return shall be deemed prima facie evidence of the service described therein. Failure
by the commonwealth to make such service at the arraignment, or if delayed, at least
thirty days before the commencement of the criminal trial, shall render such evidence
illegally obtained for purposes of the trial against the defendant; and such evidence shall
not be offered nor received at the trial notwithstanding the provisions of any other law or

17



rules of court.

2. In any criminal trial where the commonwealth intends to offer in evidence any portions
of a recording or transmission or any evidence derived therefrom, made pursuant to the
exceptions set forth in paragraph B, subparagraph 4, of this section, the defendant shall

be served with a complete copy of each recording or a statement under oath of the
evidence overheard as a result of the transmission. The service must be made at the
arraignment of the defendant or if a period in excess of thirty days shall elapse prior to
the commencement of the trial of the defendant, the service may be made at least thirty
days before the commencement of the criminal trial. Service shall be made in hand upon
the defendant or his attorney by any investigative or law enforcement officer of the
commonwealth. Return of the service required by this subparagraph including the date of
service shall be entered into the record of trial of the defendant by the commonwealth and
such return shall be deemed prima facie evidence of the service described therein. Failure
by the commonwealth to make such service at the arraignment, or if delayed at least
thirty days before the commencement of the criminal trial, shall render such service
illegally obtained for purposes of the trial against the defendant and such evidence shall
not be offered nor received at the trial notwithstanding the provisions of any other law or
rules of court.

P. Suppression of evidence.

Any person who is a defendant in a criminal trial in a court of the commonwealth may
move to suppress the contents of any intercepted wire or oral communication or evidence
derived therefrom, for the following reasons:

1. That the communication was unlawfully intercepted.

2. That the communication was not intercepted in accordance with the terms of this
section.

3. That the application or renewal application fails to set forth facts sufficient to establish
probable cause for the issuance of a warrant.

4. That the interception was not made in conformity with the warrant.

5. That the evidence sought to be introduced was illegally obtained.

6. That the warrant does not conform to the provisions of this section.

Q. Civil remedy.

Any aggrieved person whose oral or wire communications were intercepted, disclosed or
used except as permitted or authorized by this section or whose personal or property

interests or privacy were violated by means of an interception except as permitted or
authorized by this section shall have a civil cause of action against any person who so
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intercepts, discloses or uses such communications or who so violates his personal,
property or privacy interest, and shall be entitled to recover from any such person--

1. actual damages but not less than liquidated damages computed at the rate of $100 per
day for each day of violation or $1000, whichever is higher;

2. punitive damages; and

3. areasonable attorney's fee and other litigation disbursements reasonably incurred.
Good faith reliance on a warrant issued under this section shall constitute a complete
defense to an action brought under this paragraph.

R. Annual report of interceptions of the general court.

On the second Friday of January, each year, the attorney general and each district
attorney shall submit a report to the general court stating (1) the number of applications
made for warrants during the previous year, (2) the name of the applicant, (3) the number
of warrants issued, (4) the effective period for the warrants, (5) the number and
designation of the offenses for which those applications were sought, and for each of the
designated offenses the following: (a) the number of renewals, (b) the number of
interceptions made during the previous year, (c) the number of indictments believed to be
obtained as a result of those interceptions, (d) the number of criminal convictions
obtained in trials where interception evidence or evidence derived therefrom was
introduced. This report shall be a public document and be made available to the public at
the offices of the attorney general and district attorneys. In the event of failure to comply
with the provisions of this paragraph any person may compel compliance by means of an
action of mandamus.
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