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Introduction
Suing actual infringers is becoming passe in digital copyright law. In the digital environment, the
real stakes so far have been in suing those who facilitate infringement by others. Copyright owners
tend not to sue those who trade software, video, or music files over the Internet. Indeed, such claims
are so rare that the Recording Industry Association of America's (RIAA) recent suits against some
actual infringers on peer-to-peer (p2p) networks sent shock waves through the legal community.
Instead, copyright owners have mostly sued direct facilitators like Napster; n1 makers of software
that can be used to share files; n2 those who provide tools to crack encryption that protects copyrighted works, n3 providers of search engines that help people find infringing material; n4 "quasi
internet service providers" such as universities, n5 [*1347] eBay, and Yahoo! Auction; n6 and
even credit card companies that help individuals pay for infringing activity. n7
Most of these suits rely on theories of secondary liability, focusing on those who provide services or write software that can be used in an act of infringement. n8 In addition, some recent suits
appear to be based on a new theory that might be called "tertiary" liability that seeks to reach those
who help the helpers. Cases in this vein include lawsuits filed against those who help others crack
encryption, for example by providing links to software that can be used to crack encryption, n9 the
copyright lawsuit against backbone providers for providing the wires on which copyrighted material
flows, n10 the claims filed against the venture capital firm of Hummer Winblad for its role in funding Napster, n11 and (with an unusual twist) the malpractice suit against the law firm of Cooley
Godward for advising mp3.com that it could assert defenses to copyright infringement. n12 The anticircumvention provisions of the Digital Millennium Copyright Act (DMCA) provide by statute for
one particular type of tertiary liability (for providing tools that circumvent encryption protecting a
copyrighted work and that help another get access to a copyrighted work in order to infringe that
copyright), n13 and there have even been suggestions that there should be a claim for contributory
violation of the DMCA's anticircumvention provisions, which should perhaps be termed quaternary
liability for copyright infringement. n14
[*1348] Further, a number of doctrines that were designed to protect these secondary and tertiary "facilitators" - the "safe harbor" for online service providers, n15 the restrictive standard for
contributory copyright infringement for equipment providers announced by the Supreme Court in
the Sony Betamax case, n16 and the requirement that vicarious infringement be limited to cases of
direct financial benefit n17 - are under attack. Recent court decisions undo some of the benefit of
Section 512's protection for Internet service providers (ISPs), n18 which in any event are not particularly suited to limit secondary liability for p2p providers. Napster and Aimster rewrite the rule
of Sony in a way that significantly limits its application. n19 Both Napster and Fonovisa have all
but eliminated the requirement of direct financial benefit in vicarious infringement. n20 And proposed legislation would go even further in regulating the behavior of those who do not themselves
infringe, injecting Congressional oversight into how software and consumer electronics are built
n21 and permitting content owners to unleash destructive hacks of computer networks [*1349]
without fear of liability. n22

There is of course a good reason copyright owners are suing facilitators. They see themselves as
under threat from a flood of cheap, easy copies and a dramatic increase in the number of people
who can make those copies. The high volume of illegal uses, and the low return to suing any one
individual, make it more cost-effective to aim litigation at targets as far up the chain as possible.
From the perspective of the music industry, it was easier and more effective to shut down Napster
than to sue the millions of people who illegally traded files on Napster. So far, the courts have been
largely willing to go along, shutting down a number of innovative services in the digital music
realm. At least one district court refused to ban the provision of p2p software by StreamCast and
Grokster, prompting the recording industry to reluctantly begin bringing some suits against users of
p2p software and to start selling music online in earnest. n23 But copyright owners are vigorously
appealing the decision in favor of the software providers, seeking to convince the Ninth Circuit to
hold the software companies liable and thereby eliminate the need to pursue individual infringers.
In this Article, we focus on one strand of these cases against those who allegedly facilitate
copyright infringement - those dealing with distribution of digital content over p2p networks. Unrestricted liability for anyone who is in any way involved with such copyright infringement is a bad
idea. Indirect liability is a continuum in which acts most closely related to infringement and with the
fewest affirmative benefits are the easiest to condemn. Napster was relatively easy to condemn because the service was limited to trading music files and virtually all of the files actually traded at the
time of the suit were traded illegally. The Grokster case is a substantial step further removed from
infringement, both because the defendants' involvement is less (indeed, resellers like Grokster are
arguably merely conduits for providing software, an activity which should be legal under most circumstances) n24 and because the actual noninfringing uses of Kazaa and similar software involved
in the case are greater. Lawsuits against Internet service providers, search engines, telephone companies, and other indirect providers, while not the focus of our attention here, are even more problematic because of the many legal uses of these services. The key policy point is that going after
makers of technology for the uses to which their technologies may be put threatens to stifle innovation. Similarly, going after necessary third parties like investors and law firms will stifle investment
in innovation. The fundamental difficulty is that while courts [*1350] can make decisions about
direct infringement on a case-by-case basis, lawsuits based on indirect liability sweep together both
socially beneficial and socially harmful uses of a program or service, either permitting both uses or
condemning both.
A middle ground has so far largely been lacking in this debate. n25 Our aim in this Article is to
seek such ground. Optimal digital copyright policy with respect to p2p networks would do two
things: deter technological innovators as little as possible and permit cost-effective enforcement of
copyright in the digital environment. n26 Economically, one can estimate the cost to society from
enforcement of the indirect liability rules against p2p providers as a function of the legal uses that
that law effectively forbids, plus the foregone efficiency of the p2p distribution mechanism relative
to industry-driven distribution of copyrighted content, plus the social value of foregone innovation
that results from deterring would-be innovators. If we compare this cost to the benefits accrued by
giving digital copyright owners another, more convenient, forum in which to sue, it is not at all
clear that the benefits of the new, expanded indirect liability rules exceed the costs in most cases.
Moreover, we might not need to make this difficult tradeoff at all if copyright owners have effective alternatives to suing facilitators. n27 And the basic economics of copyright enforcement do
suggest alternative approaches. It is not currently cost-effective for copyright owners to sue individual infringers, because there are tens of millions of them, because lawsuits are expensive, and

because many infringers would only be liable for (or able to pay) minimal damages. Copyright
owners are happy to sue facilitators instead, because there are fewer of them and both damages and
the benefits of injunctive relief are substantial. Copyright owners have no incentive to permit optimal innovation by facilitators, because they do not benefit from that innovation, except indirectly.
Individual infringers in turn have no incentive to change their [*1351] behavior or to subscribe
to fee-based services, because they suffer none of the costs of infringement, except indirectly. In
this Article, we suggest three possible alternatives that might provide ways out of the digital copyright morass.
One solution is to change the incentives of individuals potentially engaged in copyright infringement. Because individual users of p2p networks know that it is extremely unlikely they will
be sued, economic theory suggests that the only way to effectively deter infringement is to increase
the effective sanction substantially for those few who are caught and prosecuted. n28 Were the
government to criminally prosecute selected users of p2p services, or were copyright owners to sue
those users and obtain extremely large monetary judgments, we suspect there could be a substantial
deterrent effect on many illegal users. The recording industry has tentatively begun to pursue this
path, but would clearly prefer to rely instead on suits against facilitators, and may still be able to
persuade courts to let it do so. Selective enforcement has other advantages as well - the suits could
target the relatively few keystone providers of illegal files on p2p sites, precisely the users whose
activities are most likely infringing. While particular prosecutions will not stop illegal file trading
altogether, copyright owners have never been able to prevent all infringement. All they need to do is
reduce infringement enough that they can make a return on their investment.
Another solution is to change the incentives for copyright owners to pursue remedies against individual infringers by reducing the cost of enforcement against those infringers or otherwise facilitating compensation from them. One such approach to providing compensation would be a levy
system of the types proposed independently by Neil Netanel and by Terry Fisher. n29 Levies on
equipment or services have the virtue of permitting automatic collection of royalties and reducing
the enforcement cost dramatically but at the price of taxing legal as well as illegal uses. A levy
solves the enforcement problem at the front end, but, as with the current approach of suing facilitators, it imposes burdens of copyright enforcement on innovators. The main difference is that under a
levy system the copyright owner is protected by a compulsory license rather than a property rule.
Another way to reduce the cost of enforcement is to create some sort of quick, cheap dispute
resolution system that enables copyright owners to get some limited relief against abusers of p2p
systems and to deter others from such abuse. The existing arbitration system for trademark conflicts
over domain [*1352] names is a model in some respects - its speed and low cost - but a cautionary tale in others - its lack of some important procedural safeguards. n30 Digital copyright law also
differs in some significant ways from the law governing domain names, and the design of a dispute
resolution system would have to reflect those differences. For example, because there is no private
agency with central authority over all Internet users, the system should be implemented by the
Copyright Office. Copyright owners could opt into this administrative dispute resolution system
rather than going to court. The system could also be designed to improve precision relative to the
essentially binary choice the courts face in indirect infringement cases today. We could design the
system so that it is limited to "clear cases" - say uploading more than 50 files to a network in a
30-day period. We could also build in a defense for arguable fair uses, so that a user who could
prove she was uploading only out-of-print works, was engaged in critical commentary, or was
space-shifting CDs she already owns might have a defense. n31 Such a system would permit

low-cost enforcement of copyright law against direct infringers, reducing the need for content owners to sue facilitators. Relative to levies, a dispute resolution system would trade off some increase
in cost for precision, targeting only those making illegal uses rather than all users of computers or
p2p networks. It would be more fair than selective criminal or civil prosecution, because the burden
of paying the penalty for infringement would fall more evenly on each wrongdoer, rather than imposing stark punishment on a few in order to serve society's interest in deterring the rest.
None of these approaches is perfect. Each has its advantages and disadvantages and is likely to
work better in some contexts than in others. But it is clear that something must be done to escape
the current linkage between reducing copyright infringement over p2p networks and stopping technological innovation in such networks. The economics of copyright enforcement suggests two basic
types of alternatives - raising the cost of direct infringement or lowering the cost of enforcement.
Pursuing a combination of these approaches - selective enforcement, levies, and an administrative
dispute [*1353] resolution system - is preferable to the status quo.
These mechanisms for reducing copyright infringement over p2p networks without unduly burdening innovation will work best if they are accompanied by legal alternatives to which users of
copyrighted works, facing a higher likelihood of liability for direct infringement, can turn. The
enormous popularity of p2p networks indicates significant demand for convenient and affordable
access to copyrighted material over digital networks. While much of that demand stems from the
availability of content on p2p networks at no charge, some demand has also arisen from what many
users see as a new and improved means of getting access to music. If an increased threat of being
held liable for infringement on p2p networks is accompanied by the availability of legal, fee-based
services that provide many of the desirable features of p2p networks (and perhaps even additional
attractions, such as assured reliability, better quality, and so forth), many of those who currently
engage in infringing conduct on p2p networks would no doubt be willing to switch to such a service
even though it would be more expensive (at least up front). Legal services for accessing music over
the Internet that are perceived to provide good value for the cost have been slow to emerge, but they
are essential to reducing infringement. n32 Similar services will likely be needed for copyrighted
works other than music as the growth of digital networks fuels demand for new and improved
methods of access to such works. The specifics of any such services, for music or other content, are
beyond the scope of this Article, but copyright owners will have to offer them in order to effectively
fight online infringement.
In Part I, we make the case that there has been a seismic shift in copyright infringement in the
digital environment, away from suing direct infringers and towards suing facilitators with less and
less connection to the act of copyright infringement. Our discussion in this Part focuses on issues
relating to p2p networks, though these cases are part of a broader trend towards suing facilitators
rather than direct infringers online. In Part II, we examine the economics of digital copyright infringement. This Part explains why copyright owners are suing facilitators, why doing so is bad for
society, and outlines the possible alternatives at a theoretical level. Part III makes those alternatives
more concrete by applying them to the problem of infringement over p2p networks. Part III.A explores how a system of criminal prosecution of, or [*1354] severe civil penalties against,
high-volume uploaders might work and discusses its likely consequences. Part III.B evaluates the
pros and cons of a p2p levy system and proposes an additional alternative: an optional dispute resolution system designed to stop large-scale digital infringement, to be implemented by the Copyright
Office. Part III also discusses the limitations and potential problems of these approaches. We con-

clude that implementing a combination of these strategies may offer copyright owners effective
protection without unduly hampering innovation in p2p networks….
[*1373]
II. The Economics of Digital Copyright Infringement
A. What Has Changed?
Why have copyright owners shifted from suing infringers to suing facilitators? The answer lies in a
fundamental shift in the economics of copyright infringement in the digital environment. Copyright
in the United States has always been seen principally as a utilitarian response to a public goods
problem. n106 It costs more to create a work than it does to imitate someone else's work, and so,
without some sort of control over imitation, creators will not have enough incentive to create. n107
But this public goods problem has always been an incomplete one. It was never the case that imitation was costless, only that it was cheaper than creation. An infringer who wanted to distribute
counterfeit copies of a book, record, computer program, or videotape in the twentieth century
needed the same sort of production and distribution facilities that the copyright owner did. Counterfeiters had to print books, press records, or record tapes or discs en masse and then find a way to
ship those counterfeit copies to their own network of retailers, who had to be paid to sell the illegal
copies. The costs of distributing any significant quantity of counterfeit copies might be somewhat
less than the cost of legitimate distribution - the copies might be sold on a card table on a street
corner rather than in a storefront - but counterfeiting required a substantial business of facilities and
employees.
During most of the twentieth century, counterfeiters were also clearly distinct from individual
end users. End users might also make copies without authorization from or payment to the copyright owner, and some of those end-user copies might be illegal. n108 But unlike counterfeiting,
end-user copies weren't a serious threat to a copyright owner's sales during this period. End-user
copies were often made for the copier's own personal use, often did not substitute at all for purchase
of a lawful copy, n109 and were at worst only a very [*1374] small source of substitution for
lawful copies. They were not widely distributed: A college student might tape an album for a few
friends but was unlikely to make several thousand tapes and give or sell them to strangers. n110
Copyright owners in the twentieth century sued counterfeiters but generally did not sue end users even if they were making illegal copies. This made perfect sense given the economics of traditional copyright law. There were relatively few such counterfeiters, and the harm each one caused to
copyright owners was large enough to justify spending the money to find them and shut them down.
By contrast, a large number of end users were making copies. Many of those users were legitimate
customers of the copyright owners. Many of those copies were legal, or at least of debatable legality. And in any event, the injury to copyright owners caused by any single end user was quite small,
if not zero. Even if it was legally possible, it simply was not economically rational to stop the end
users. n111
The digital environment is quickly changing this calculus. n112 The great [*1375] promise
of digital dissemination - the virtual elimination of the costs of copy production and distribution
n113 - is a mixed blessing for copyright owners. Content owner costs go down as they embrace
digital dissemination n114 but so do the costs of counterfeiters. Indeed, as the costs of producing

and disseminating copies approach zero, the public goods problem gets worse, because the ratio of
the cost of creation to the cost of imitation approaches infinity. n115 Further, as the cost of producing and disseminating copies approaches zero, the sharp division between professional counterfeiters and end-user copiers breaks down. n116 Anyone can give copies of software or music to others
on the Internet in a variety of ways: Put it on a Web page, email it to friends or to a listserv, swap it
on Internet relay chat (IRC) or IM, or make it available for download on a p2p file-sharing service.
It costs virtually nothing to do so. And unlike end-user copying in the analog environment, online
copying by end users can be quite substantial. If I tape a CD to give to a friend, I have deprived the
record company of at most one sale. If I post the CD online, thousands or tens of thousands of people might download the music, and the company might lose a large number of sales (though the actual magnitude of lost CD sales due to the availability of recordings online has been sharply disputed). This problem is exacerbated because it is much easier to make a [*1376] copy of digital
content than it is to photocopy a book or tape a CD and, unlike photocopies or analog recordings,
digital copies do not degrade in quality from generation to generation, permitting those who obtain
copies to make perfect copies of the copies. The massive decline in the cost of copying has made
large-scale end-user copyright infringement a more significant problem in the digital environment.
The economics of digital copyright have also rendered traditional solutions to counterfeiting
obsolete. n117 The wide dissemination of copies made by end users over the Internet means that
content owners can no longer ignore end-user copies and focus on professional counterfeiters. In
order to stop large-scale infringement online, copyright owners must stop the end-user copies as
well. n118 But it simply is not cost effective to sue each end user for copyright infringement. n119
Napster had seventy million users at its peak; estimates of usage for the various components of the
Morpheus network are even higher. n120 Considering that it may cost as much as $ 250,000 for a
copyright owner to take even a low-stakes copyright case to trial and final judgment, n121 suing
even a [*1377] fraction of the end users could bankrupt the content industries. n122 It is also
generally considered bad for public relations to sue your customers, and most people engaged in
illegal file sharing also buy music legally. n123
Copyright owners have understandably cast about for an alternative to suing end users. The
strategy they have settled on is to sue facilitators. Suing facilitators is cost-effective for the content
industries because a single lawsuit can eliminate the dissemination mechanism for a large number
of end-user copies. n124 The Napster case, for example, shut down what was then the single largest
forum for disseminating music online; n125 the music and movie industries now hope to do the
same with other p2p networks such as Morpheus. n126 If copyright owners can shut off the distribution channels for [*1378] digital content, they do not need to worry nearly as much about the
low cost of making any given copy of that content. From their perspective, suing facilitators is a
logical response to the changing economics of copyright law. Unfortunately, as the next Part illustrates, it is not a socially optimal response. n127
[*1379]
B. What's Wrong with Suing Facilitators?
1. Lumping legal and illegal conduct together.
Suing intermediaries and facilitators differs in fundamental ways from suing counterfeiters. A
lawsuit against a direct infringer allows the court to make a determination about the accused infringer's conduct. A court holds an accused direct infringer liable only if it determines that she did

in fact infringe. Any accused infringer can defend such a suit by arguing that she did not infringe, or
that her infringement was justified or excused by a recognized defense. The same is true of certain
types of indirect liability for infringement in the traditional copyright system. If I am held liable for
inducing another to infringe, it can only be because the court has concluded that I had the required
relationship with a party who is found to have infringed. The specific facts of the direct infringer's
activities matter. n128
Suits against third parties in the digital environment do not - indeed generally cannot - address
specific conduct by particular end users. Suits against facilitators premised on individual cases of
infringement would pose the same economic problem for copyright owners as suits against the individual infringers themselves. n129 Rather, the class of suits we consider in this Article involves efforts to shut down a facilitator entirely n130 or to require modification in the way the facilitator operates. n131
[*1380] The problem with these claims is that they lack the granularity of suits against direct
infringers. For example, in the Grokster case, the Central District of California had to decide either
to ban the distribution of software that permits users to connect to the Morpheus network or not to
ban it. n132 That essentially binary choice is ill-suited to the realities of the Morpheus network,
over which individual end users trade lots of plaintiffs' content, trade some content that either is in
the public domain or for which the copyright owner has given permission, trade some files of a type
that tends not to be copyrighted at all, and trade significantly more content that might be copyrighted, but whose owner has neither granted permission for its use nor sought its removal by joining in the lawsuit. Lawsuits against end users can distinguish between those who post infringing
content and those who do not. A lawsuit against the software maker cannot draw that distinction.
And not surprisingly, lawsuits against facilitators are likely to be even worse at determining whether
individual end users have made lawful use of the plaintiff's content, a fact-specific inquiry involving
the acts and motivations of millions of people who are not parties or even witnesses in the case.
Thus, courts in the facilitator lawsuits are generally put to an unpleasant choice: They must either ban unquestionably lawful conduct in order to get at the infringing conduct or let the infringing
content remain online in order to protect the legal trading of content. Neither alternative is particularly attractive as a general matter. The balance between the two harms will tilt different ways in
different cases, however. The closer the facilitator's activities are to direct infringement and the
more closely tailored the facilitator's system is to infringing content, the less collateral harm an injunction will cause to legitimate users. n133 At some point, though, as Lichtman and Landes note,
"the benefits in terms of increased copyright enforcement come at too high a cost in terms of possible interference with the sale of a legitimate product." n134
In Napster, for instance, the service was limited to the trading of music files by users, and the
evidence submitted to the court suggested that at least 87% of the files traded, and perhaps as many
as 99% of the files traded, were [*1381] copyrighted by the plaintiffs. n135 Some of those
copyrighted files were doubtless downloaded for purposes that the law would allow, but even so it
seems reasonable to conclude that shutting down Napster stopped far more illegal conduct than legal conduct, at least under the patterns of Napster use at the time of the decision. As we move further away from services that seem particularly susceptible to infringement, however, the balance
shifts. Unlike Napster, the Morpheus network permits the transmission of any type of file. While we
have not seen definitive evidence on usage, it appears that the plaintiffs in Grokster own copyrights
covering rather less than 75% of the content shared on the network. n136 Banning the distribution

of software that allows users to connect to the Morpheus network would therefore stop more legal
conduct and less illegal conduct than an injunction against Napster stopped. As lawsuits move further and further from the actual infringer in their effort to find a lever to stop infringement, the balance shifts even further against the copyright owner. Suits against ISPs or search engines are likely
to target far more legal conduct than illegal conduct, and the net social harm to shutting such a facilitator down is correspondingly greater.
2. Loss of the p2p dissemination network.
p2p networks can be a particularly efficient means of disseminating content. n137 They often have
several advantages over both the existing distribution networks for CDs and over the "top-down"
online dissemination models such as MusicNet and Pressplay that have been implemented by content owners to date. n138 First, p2p networks are distributed, while authorized download sites tend
to be more centralized. As a result, functioning p2p networks are less vulnerable to bandwidth constraints and the crash of a central server or servers, for the same reason that the Internet is resilient
in avoiding [*1382] such problems. n139 Second, p2p file sharing is inherently responsive to
content demands. The fact that consumers are also suppliers means that if a large number of people
want to download the latest OutKast song, a large number of people are likely to make that song
available for upload too, because uploaders by definition provide only the music they themselves
download from others or rip from a CD. The music industry doesn't need to print more CDs or decide which songs have sufficient demand to support giving them server space to make this happen;
it happens on its own. Third, p2p networks may affect the creation as well as the dissemination of
works of authorship by facilitating what Yochai Benkler has called "peer production." n140 Finally,
and most significantly, p2p networks harness volunteers providing essentially free computing resources. n141 Just as millions of users support the Search for Extraterrestrial Intelligence (SETI) by
donating idle processing power, n142 p2p file sharers are donating their idle computer resources to
the cause of music distribution.
One example of the potential advantages of p2p networks is a proposal for the British Broadcasting Corporation (BBC) Creative Archive. The BBC has announced plans to digitize its television archive and make the material available for private noncommercial use without charge. The
BBC is considering using p2p networks in order to reduce its costs for the project:

Why spend money on racks of hardware and fat pipes when your most popular files will be shared
by your viewers, who will burn them onto DVDs themselves and create their own copies to match
demand? ... Even a partial archive would place an impossible burden on the BBC's infrastructure, so
open licenses will make the Creative Archive possible. n143
The efficiency of p2p networks might in this case make it possible for a [*1383] copyright
owner who wants to make an enormous amount of copyrighted material available to the public at no
charge to do so affordably. n144 Other examples of capitalizing on the efficiency of p2p networks
include academic institutions, including MIT, Rice University, and the Berklee College of Music,
that have made instructional materials available over such networks, n145 and software companies,
including Microsoft, that have disseminated software over such networks. n146

It is an unfortunate fact of modern life that this efficient dissemination mechanism is used to
disseminate illegal rather than legal copies in many cases. But shutting down p2p networks to solve
the infringement problem forces us in many cases to rely on a less-efficient mechanism for disseminating digital content. n147 This lost efficiency represents a cost to society, one that could be
avoided if there were a way to harness the benefits of p2p networks in the service of legally disseminating content.
3. Requiring the facilitator to police is not a solution.
A court might try to get around these problems by enjoining the dissemination of infringing material on a facilitator's network, rather than shutting down the site altogether. The Ninth Circuit took
this approach in Napster, seeing it as a compromise that preserved the legal uses of the network
while stopping copyright infringement. n148 This approach echoes the increasingly common approach of building safeguards against copyright infringement into devices or into the network itself,
an approach known as "digital rights management" (DRM). n149 Congress has also considered requiring [*1384] device manufacturers to build in encryption and other tools to prevent infringement. n150
Such an intermediate approach is unlikely to work, for several reasons. First, Napster itself is a
caution. The district court ultimately went further on remand than the Ninth Circuit seemed to
authorize, holding that Napster must design its system so that no infringing content can get through
before being allowed to provide its users with access to noninfringing content. n151 The end result
was that the parties fought for months about how to redesign the Napster system, and the system
never went back online. The "intermediate" injunction was no different than an outright prohibition
on the Napster system. Second, there will always be disputes over what content is infringing. Copyright law is full of gray areas, n152 and copyright owners have a history of trying to enforce the law
beyond its bounds. n153 A court that decides to stop infringing content while letting the rest of the
service continue either will have to enjoin all infringing content in advance (in which case no rational defendant will operate their system at all, for fear of going to jail for contempt) or will be
signing up to resolve an endless series of oversight disputes about particular cases.
Third, and most important, the idea of enjoining only the infringing material presupposes control by the facilitator over the material that is disseminated on the system. Napster could in fact exercise such control, because it ran a central directory service that customers had to use in order to
[*1385] find music on the system. The same cannot be said of most other facilitators, however.
Sony has no control over the uses to which its VCRs are put. Companies such as StreamCast and
Grokster sell software written by others and used by individuals who make files available on the
Morpheus network; they apparently have no ability to remove certain files (or users) from the network and retain others. n154
Technology that filtered and blocked unauthorized copying of copyrighted works over p2p networks but that allowed copying of public domain material or where authorized by the rightsholder
or the Copyright Act would be a welcome solution to the problem of protecting the interests of
copyright owners without stifling the deployment and development of p2p networks. Past efforts to
implement such a solution, though, have not been promising, and the various parties to file-sharing
controversies remain sharply divided over the feasibility of such filtering solutions. n155
4. Agency cost problems.

Even if it were feasible, the idea of compelling facilitators to stop some but not all content would
likely not be socially optimal because facilitators do not have the proper incentives to distinguish
lawful from infringing content in their filtering. Assaf Hamdani and others have noted that third
parties are too quick to take down material posted on their Internet sites by others when they receive
a complaint of copyright infringement. n156 ISPs, auction sites, search engines, [*1386] wireline providers, and other intermediaries capture only a tiny part of the value of a third-party posting.
If the third party pays a flat rate, the intermediary may not in fact suffer any financial consequence
from removing a particular posting or link. Indeed, the problem of automatic takedown is so great
that when Congress passed the safe harbor for OSPs in the DMCA, it felt compelled to require
OSPs to put back disputed content under certain circumstances if their customers complained about
it being taken down. n157 The fact that these intermediaries do not bear the full social cost of taking
down challenged content means that enforcing copyright law by requiring them to do so creates
negative externalities, tilting the law too far in favor of copyright owners. n158
5. Harms to innovation.
Another, potentially even more corrosive, problem with suing facilitators is the danger such suits
pose for technological innovation. Traditional copyright suits against direct infringers do not directly threaten technological innovation, since they target only the infringing user of that innovation. n159 Suits against facilitators, by contrast, seek to outlaw a service entirely or to declare a device or program contraband. Banning the sale of a device or computer program obviously restricts
innovation directly, and therefore reduces social welfare by the net social value of that innovation.
For example, if the courts declare p2p networks illegal altogether (or indirectly do so by ordering
modifications and filtering that result in the networks shutting down), the social cost will not only
[*1387] be the foregone legal uses of those networks at the time they are enjoined but also the
unanticipated future benefits those networks could have brought. Economic evidence strongly suggests that those unanticipated future benefits, or "spillover" effects, often exceed the immediate
value of most new technologies. n160 The VCR is an obvious example of a technology that the
copyright industries tried to ban n161 but that later developed in unanticipated ways, creating new
markets that have provided tremendous benefit to the very copyright owners who would have outlawed it. n162 The early history of radio offers a similar lesson. n163
The alternative discussed above - requiring programmers to change their products to build in
screens against illegal copying - is little better, because it puts the courts or Congress in the untenable position of dictating to programmers how they should design their products. Innovation works
best when it is as unfettered by governmental requirements as possible, particularly the kind of detailed oversight that the Napster case ultimately entailed. Courts are quite properly reluctant to dictate the design of products, and the law generally does so only where public health or safety is at
stake (such as with [*1388] airbags in cars or pharmaceutical composition) and at a level of
generality much higher than that involved in the typical dispute over individual copyrighted works.
n164
Over and above the direct restrictions on innovation, the threat of lawsuits or criminal prosecutions against innovators is likely to deter a significant amount of innovation, some of which would
unquestionably have been legal. n165 The anecdotal evidence of such deterrence is quite strong.
When programmers started being prosecuted criminally for writing code that violated the DMCA's
anticircumvention provisions, n166 and online magazines were sued for writing stories that linked
the reader to allegedly unlawful sites, n167 the result was to chill programming, deterring some

from working on encryption at all and steering others away from work in certain areas perceived as
sensitive. n168 A number of programmers went so far as to file suits against the content industries,
seeking declaratory judgments that their conduct was lawful. n169 Litigation is expensive, uncertain, and time-consuming; the fact that computer scientists wanted to go to court to gain the assurance that they wouldn't be prosecuted suggests that they were quite worried about what would happen if they continued to innovate. Lawsuits against direct infringers might deter conduct close to
infringement, but they do not deter technological innovation, except to the extent that innovation is
funded only or overwhelmingly by infringing activity. But lawsuits against facilitators directly deter
innovation that might facilitate legal uses as well as infringement.
[*1389] A final threat to innovation is more systematic. Courts can see the advantages of
well-established technologies, even if those technologies also facilitate infringement. No court is
likely to ban unlicensed printing presses, photocopiers, or computers, even though doing so might
be a much more effective way of dealing with piracy than suing counterfeiters. The social value of
printing presses, photocopiers, and computers has become quite clear over time. Further, they have
become accepted as a part of the status quo, and banning them would look like a social disruption.
The same is likely true of the VCR: While it narrowly escaped being declared contraband in 1984, it
is highly unlikely that any Supreme Court justice would vote to outlaw the VCR today.
New technologies, by contrast, are much more vulnerable to legal challenge. In part this is because their ultimate value may not yet be clear; as noted above, the VCR is a good example of a
technology that turned out to have substantially more value to society than was originally perceived.
It is also because stopping the deployment of a new technology will not cause the disruption of settled expectations that rooting out an existing technology would. n170 When courts shut down new
technologies, the world may literally never know what it is missing. n171
Traditional copyright law dealt with the risk of harm to innovation in the same way patent law
still does: by sharply cabining the circumstances in which copyright owners could sue makers of
technology. The Sony decision set an intentionally tough standard for such suits; even if the seller
of a device was otherwise guilty of contributory infringement, the court would ban a technology
only if the technology was not even capable of a substantial noninfringing use. n172 Recent developments have significantly undermined this [*1390] rule, however. The DMCA's anticircumvention provisions expressly rejected the "substantial noninfringing use" test in favor of one much
more generous to copyright owners. n173 And in Napster and Aimster, the courts appear to have
radically rewritten the Sony test in a way that may render it impossible to satisfy in virtually any
case, including Sony itself. n174 The result is that so far, at least, courts in digital copyright cases
have shown little hesitation about banning technologies that clearly have at least some social value.
n175
Suing facilitators reduces technological innovation. n176 By the very nature of innovation, it is
hard to quantify this harm. n177 But it surely exists, and it must be added to the social harm caused
by banning existing legal uses in evaluating the economic effects of permitting suits against facilitators.
C. What's the Alternative?
The arguments in the preceding subparts seem to create a classic policy tradeoff: Suing facilitators
is much more cost-effective than suing direct infringers in the digital world, but it also causes social
harm. In order to decide whether suing facilitators made policy sense, the traditional approach

would be to try to compare the magnitude of the benefit to the magnitude of the harm. n178
[*1391] David McGowan may well be right that this is an inquiry that will never have a definitive
answer. n179
We do not have to ask the question, however, if there are alternatives to suing facilitators that
are cost-effective but do not create the same social problems. In exploring potential alternatives, it is
helpful to start with the basic economics of deterrence. The foundational work in this field is Gary
Becker's analysis of the economics of criminal law. n180 Becker's insight is that a rational actor will
adjust her behavior in response to the expected sanction - that is, the penalty that she will pay if
caught multiplied by the probability that she will be caught. n181 If the punishment for a particular
bad act (say burglary) is set equal to the defendant's gain from that act, the act will not be deterred
unless the chance of being caught is one hundred percent. The intuition is simple: If the only cost to
being caught is having to give up what you stole, a rational criminal will commit a burglary if there
is any chance she might get away with it. n182 The corollary is that the more the sanction exceeds
the defendant's gain from her conduct, the more rational actors will be deterred from engaging in
crime, even if they are less likely to be caught. If our burglar must pay a fine that is ten times what
she stole, she would be wise not to steal even if there is only a ten percent chance of being caught.
n183 Indeed, Kaplow and Shavell extend Becker's analysis by pointing out that from a cost-benefit
perspective, the maximum possible sanction is the optimal one because it requires the fewest resources to implement. n184
Becker's fundamental insight focuses on the chance of detection and the magnitude of the sanction. Because he is working primarily with criminal law, this approach makes sense: Those are the
likely variables. n185 To apply his model to digital copyright infringement, where private actors are
the most likely enforcers, we need to make a few modifications.
First, detection is not as much of a problem in the online copyright environment. While crimes
are normally concealed, online copyright [*1392] infringement generally is not. Indeed, one of
the overlooked benefits of the Internet for copyright owners is the ability it gives them to find infringers who would otherwise remain hidden. Copyright owners are unlikely ever to catch an end
user who makes a photocopy of a book, and it is even hard (though certainly not impossible) to detect traditional counterfeiters. By contrast, a large percentage of the copyright infringement that occurs online is publicly searchable, n186 and copyright owners can more easily identify infringers. In
applying the deterrence model to the digital environment, likelihood of enforcement substitutes for
likelihood of detection. Copyright owners can find online infringers, but for the reasons we discussed in Part II.A they have generally proven themselves unwilling to sue those infringers.
Becker's point applies with equal force to potential defendants who know they will be "caught" but
who do not expect to be called to account for their behavior.
Enforcement against infringing end users has been unlikely in the digital copyright environment
because copyright owners would have to bear a litigation cost that exceeds the likely return to a
lawsuit. Becker's framework largely ignores the transactions costs of litigation, because government
enforcement is not sensitive to litigation cost in the same way that private litigants are. n187 The
cost of litigation affects the likelihood of private enforcement, though, and so the probability of
"detection" in Becker's framework is in fact a function of the costs of enforcement. n188
The second modification to Becker's model concerns the costs of prevention. Becker takes the
background environment - the architecture of a city, for instance - as a given. As Joel Reidenberg
and Larry Lessig have made clear, however, that background environment is mutable online. n189

Copyright owners who want to stop digital infringement need not sue more infringers or raise the
sanction on infringers if they can change characteristics of the Internet itself in a way that makes
copyright infringement more difficult. One way to do this is to build copy controls into the digital
media themselves. This sort of digital rights management is increasingly common. Another way to
change the [*1393] Internet environment is to sue facilitators. If copyright owners can shut
down p2p networks, or can enlist ISPs and search engines to filter their users' content for copyrightable material, they may not need to enforce their copyrights directly at all. The closest parallel
to the traditional theory of crime would be a change in the architecture of a city - say, the creation of
a gated community. Efforts to change the Internet itself by suing those who build or run pieces of it
offer an alternative way to modify behavior in Becker's model.
Our modified analysis of the economics of deterrence suggests that there are several different
legal ways to attack the problem of infringement in the online environment. First, copyright owners
can try to limit the ability of users to engage in infringement by changing the characteristics of the
Internet itself. This is the approach they have taken so far by suing intermediaries. n190 Second,
copyright owners can try to deter infringement by raising the effective cost to the infringers when
they are caught, which would require enforcement efforts against some end users and either requiring those infringers to pay significant monetary judgments or imposing a nonmonetary penalty such
as jail time. Third, copyright owners can try to stop infringement by increasing the likelihood that
infringers will be sued, which would require enforcement efforts against many end users. As we
have seen, this means finding a way to reduce the cost of enforcement to the copyright owner. Economic theory suggests that copyright owners should be indifferent among these approaches at some
level; the level of sanction or enforcement can in theory be set to achieve any particular level of deterrence. As we have seen, however, social welfare is not indifferent between these approaches. Suing facilitators imposes collateral social costs that can be avoided either by raising effective sanctions or by lowering the cost of enforcement. n191
In Part III, we explore these alternatives in detail. Before we do, it is worth emphasizing that the
goal of any approach is not the elimination of infringement. Infringement has always been a feature
of the intellectual property landscape. n192 Indeed, the United States started life as a pirate nation,
n193 and the content industries have long complained about the billions of dollars in revenues lost
to piracy every year. n194 Yet those same industries have [*1394] survived and even thrived
despite significant piracy. The content industries have never had or needed perfect control over infringement. They merely need enough control to give them sufficient incentive to create new works.
n195 This is not to condone piracy or say that it should not be minimized to the extent possible.
Rather, it is to make the point that weeding out all infringement simply isn't cost-effective. To try to
give copyright owners perfect control would impose dramatic social costs to gain dubious benefits.
n196 In the context of online copyright infringement, the real policy question is how to bring infringement down to a manageable level akin to the rate of infringement in the traditional copyright
environment, particularly if this is done in conjunction with making available attractive and reasonably priced legitimate online dissemination alternatives.
[*1395]
III. Exploring Alternatives to Suing Facilitators
In this Part, we consider two alternatives to suing facilitators in the particular context of p2p file
sharing. These alternatives build on the theoretical options taken from our modified Becker model:

(1) raising the sanctions actually imposed on large-scale infringers and (2) lowering the costs of
copyright enforcement against those infringers. n197
A. Raising Effective Sanctions
In the traditional economics of deterrence, raising the sanction is a simple matter of increasing the
legislated or judicially imposed penalty for a particular offense. With digital copyright infringement, things are a bit different. Copyright law already includes substantial supracompensatory sanctions in both civil and criminal law. Any copyright infringer - even one who acts innocently n198 can be held liable for statutory damages in lieu of actual damages at the plaintiff's sole election.
n199 Those statutory damages normally range from $ 750 to $ 30,000 per work copied at the factfinder's discretion. n200 The court has the discretion to lower the amount to $ 200 per work for innocent infringers and to raise it to $ 150,000 per work for willful infringers. n201
These damage amounts reflect recent increases by Congress and dealing with large-scale infringement over p2p networks offers no reason to raise these damage amounts further. n202 Because the most likely targets of a civil lawsuit in the p2p context are the "keystone" uploaders, who
often have several hundred [*1396] different songs on their computer, n203 existing statutory
damages can easily run into the tens of millions of dollars per individual. n204 This is likely to be
an ample deterrent for the individuals who most often hold keystone positions on p2p networks. Indeed, it's arguably far too high already to do much good. College students do not have tens of millions of dollars to lose, and conversely those who do have that kind of money do not tend to spend
their time trading music files on p2p networks. But civil suits with potentially enormous statutory
damages may deter uploading because college students (or more likely the parents of teenagers) will
fear bankruptcy. Indeed, the RIAA may have been able to eliminate some file sharing merely by
threatening to sue some p2p users, n205 and more when it actually filed a few hundred suits. n206
But if so, existing statutory damages will be more than sufficient to achieve that deterrence.
College students are perhaps even more likely to be deterred by the prospect of going to jail.
n207 Copyright law includes rather substantial criminal [*1397] penalties, including prison
time, for willful copyright infringement. n208 Under the 1976 Act as originally enacted, copyright
infringement was a criminal offense only if the defendant acted willfully and for purposes of commercial advantage or financial gain. n209 Congress expanded criminal penalties rather substantially
in the No Electronic Theft Act of 1997, however. The law now provides that willful infringers are
criminally liable either if they act for financial gain, a term now defined to include the expectation
that others will reciprocate by providing copies of other works, or if they reproduce or distribute
works worth more than $ 1000 retail value in any six-month period. n210 This latter provision is
likely to reach most keystone uploaders on a p2p network, so long as they act willfully. n211 As
with civil penalties, it doesn't seem that the existing criminal penalties need to be augmented. n212
[*1398] The reason the already substantial civil and criminal penalties have only begun to
have a deterrent effect is that for the most part they have not yet seriously been pursued against alleged direct infringers on p2p networks. n213 As Stuart Green put it, "if the state is serious about
enforcing intellectual property laws, it cannot simply expect to impose harsh criminal sanctions,
stand back, and wait for compliance." n214 Only in September 2003 did sound recording [*1399]
copyright owners begin to pursue civil infringement suits against individual p2p uploaders. n215 In
this subpart, therefore, we consider whether a small number of high-profile civil suits against, or

criminal prosecutions of, file traders could substantially reduce widespread online infringement.
n216
The prospect of spending several years in prison or owing millions of dollars in damages is
likely to serve as a substantial deterrent to digital copyright infringement by end users. n217 The
more difficult empirical question is how many people the government must prosecute, or copyright
owners must sue, in order to create a credible deterrent to illegal activity. We think the number of
cases may actually be relatively small, and indeed the empirical evidence to date offers some support for that view. n218 There are several reasons for this.
First, while the number of users of p2p networks such as Morpheus and (before the injunction)
Napster is massive, the overwhelming majority of those users engage only in downloading. Indeed,
by one estimate, 3% of the users of a p2p network upload 97% of the files on that network. n219
These high-volume uploaders also seem to be the users most likely engaged in uploading illegal
content, rather than providing access to legal files. n220 They are easy to identify, both because
they will repeatedly appear in content searches and because many run so-called "supernodes" that
facilitate fast downloads. n221 Reducing infringement on a p2p network doesn't require targeting
downloaders, who may in any event have a legitimate reason for downloading some copyrighted
[*1400] content. n222 It just requires targeting uploaders, and in particular the much smaller
number of high-volume uploaders. n223 If there are 3 million users logged onto Morpheus at any
one time, n224 perhaps 90,000 of them are high-volume uploaders.
Second, many high-volume uploaders are likely to be easily deterred. They are not paid for uploading files and indeed contribute substantial bandwidth and perhaps time on a voluntary basis in
order to make files available to others. They are persuaded to do so in part because the p2p community inculcates a "norm" of sharing, n225 though the fact that most people do not upload indicates
that that norm is not a particularly strong one in the community at large. But it is possible to participate in the p2p system without uploading, and the threat of bankrupting civil suits or criminal
prosecution may induce a substantial number of high-volume uploaders to become passive downloaders instead. This is particularly true with criminal prosecution because the sort of individuals
who tend to be high-volume uploaders seem likely to fear jail more than the average criminal.
Willful digital copyright infringement over p2p networks is a crime apparently committed in significantly higher proportion than many other crimes by college students: young, educated members
of society with a bright future ahead of them. The prospect of going to prison - and the attendant
consequences, such as being kicked out of school - may worry a college student more than it would
those inclined to commit other kinds of crime, such as burglary. The college student may feel she
has more to lose and less to gain from this particular criminal activity than does the burglar. And
since she has no strong stake in being an uploader, she may simply decide to quit. While it is
[*1401] only a guess, it might be reasonable to say that a five percent chance of criminal prosecution and punishment for uploading files in any given year would be enough to deter the majority of
uploaders. Similarly, the parents of teenagers - another significant group of uploaders - may fear the
prospect of a bankrupting multimillion dollar damage award more than other potential defendants in
other types of unlawful activity, such that the same five percent chance of owing such an award
might be enough to deter most uploaders. This means that if we must deter 90,000 people, we need
only successfully prosecute or sue, and impose severe sanctions on, 4500. These numbers are only
the roughest of estimates, but they suggest that the numbers involved may be more realistic than
would otherwise seem the case from the large absolute numbers of people who participate in p2p
networks.

Even this number might overstate the number of suits or prosecutions needed to significantly
reduce widespread p2p infringement. While it is possible that deterrence occurs only after a threshold - that is, that no one will be deterred by the threat of legal action until the chance of prosecution
reaches five percent - we think it more likely that deterrence is at least partially linear, because
some high-volume uploaders are more risk-averse than others. n226 Prosecuting fewer than 4500
people - say, 1500 - might deter some but not all uploading of illegal content. n227 Partial deterrence will not only reduce the infringement on p2p networks by eliminating the deterred users as
sources of infringing files, but will also increase the burden on the remaining high-volume uploaders, as the mass of downloaders in a network shifts to the remaining uploaders. The result may be a
cascade effect, in which causing some uploaders to stop providing illegal content (and deterring
others from starting to provide such content) imposes technical burdens that in turn cause more uploaders to drop off the network, further increasing the technical burden (and the percentage risk of
prosecution) for the remaining uploaders.
We can foresee at least four main objections to the use of criminal or severe civil sanctions to
enforce the law against large-scale infringement in the p2p context. n228 First, imposing such liability, especially criminal liability, on a few individuals in order to deter thousands of others may
seem unfair to those who are singled out for prosecution. n229 This unfairness may have no formal
[*1402] legal consequence; selective prosecution occurs in a variety of fields and courts have
consistently rejected constitutional challenges to the arbitrariness of making examples of a few defendants, at least where racial animus is not at issue. n230 But it does put the burden of reducing
infringement squarely on the backs of a few uploaders, rather than distributing it more evenly
among the population of infringers, and many people might find that morally objectionable. n231
And the level of sanction imposed on those select few against whom enforcement is vigorously
pursued may well seem "radically disproportionate to the wrong they committed." n232
Second, the downside of effective deterrence is the risk of overdeterrence. Criminal penalties
are particularly likely in white collar cases to deter legal conduct that is near the borderline of illegality and may be wrongly perceived as illegal. n233 In this case, however, we think the risk of
overdeterrence is minimal. We are describing criminal prosecution or civil suits for significant
monetary damages focused entirely on high-volume uploaders - say, those who upload more than
500 copyrighted songs. It is highly unlikely that these high-volume uploaders are in fact engaged in
legal conduct. n234 If virtually all high- [*1403] volume uploaders are acting illegally, and if it
is clear how to avoid being in that category, overdeterrence doesn't seem a significant problem.
Third, as with any criminal law, mistaken prosecutions will impose significant costs on those
wrongfully targeted. n235 Similarly, mistaken civil suits will impose significant litigation expenses
and related costs. Mistakes will certainly be made, though the straightforward nature of the case and
the detailed electronic trails that file transfers create may actually make the risk of mistaken prosecution rather small. n236 It is somewhat more likely that courts will err by punishing high-volume
uploaders who are not in fact willfully infringing copyright, but who instead genuinely believe that
their conduct is legal. n237 This would be a miscarriage of justice, since willfulness is an element of
criminal copyright infringement and of enhanced statutory damages, n238 and the danger of such
mistaken verdicts, given the potentially severe sanctions, may be a significant cost of pursuing
criminal penalties or enhanced statutory damages against high-volume uploaders.
Finally, criminal prosecution requires the initiative of U.S. Attorneys, and they may find the
prospect of prosecuting college students for uploading music politically unpalatable. n239 And im-

posing criminal penalties is likely to cause [*1404] defendants to fight back harder. To date,
many file sharers sued civilly have settled for relatively low sums of money. Threaten to put them
in jail, though, and many will plead not guilty and go to court. This raises the costs, both financial
and political, of any given prosecution, though it may be a good rather than a bad thing for society
to have these issues vetted in open court. Similarly, while the RIAA has proven willing to file civil
suits, none have yet gone to trial, and it may be that jurors will prove sympathetic to file-sharing
defendants regardless of what the law provides. n240 This isn't really an objection to liability as
much as skepticism that severe civil or criminal sanctions will really be enforced. It is true that a
large number of people participate in p2p file sharing, and it is possible that they would protest
criminal prosecutions, making the person who brought those prosecutions unpopular, or that they
would serve on juries and return nullifying verdicts. n241 On the other hand, some of the most
powerful lobbying groups in the world are behind stronger criminal copyright enforcement. They
managed to persuade Congress to pass the NET Act, strengthening criminal penalties and expanding the definition of criminal copyright infringement. More recently, a number of Congressional
representatives have on two different occasions taken the Justice Department to task for not enforcing the NET Act, n242 suggesting that there might be substantial political will in favor of criminal
prosecution.
Still other objections to criminal prosecution or severe civil penalties stem from broader objections to the enforcement of copyright law in the digital environment. If you believe copyright law in
the digital environment in general is a bad idea, n243 or that p2p file sharing should be legal, n244
it follows that you [*1405] wouldn't want to see criminal prosecutions of, or substantial monetary penalties for, uploaders. From the perspective of those who both believe in the copyright system and believe that large-scale file sharing is illegal, however, criminal prosecutions or very large
statutory damage awards offer the advantage of dealing with infringement without unduly hampering technological innovation.
They have disadvantages too, however, as noted above. Most notably, it seems unfair and disproportionate to impose the burden of enforcing copyright so heavily on a few unlucky defendants.
This is particularly true if the sanction is severe - we put up with random enforcement of traffic offenses because the sanction is so minor, but we might feel differently if speeders had to spend a year
in jail. A perception of unfairness and disproportionality may be particularly likely in regard to p2p
users, since the unlucky defendants may be particularly sympathetic: high school or college students
who aren't engaged in more obviously antisocial types of conduct. Because of these shortcomings,
in the Part that follows we examine alternative methods of targeting enforcement at direct infringers
rather than at intermediaries.
B. Lowering Enforcement Costs
A more palatable alternative to raising sanctions by putting a small number of college students in
jail (or bankrupting them) in order to deter their peers is to lower the cost of enforcement. Suing
most or all direct infringers currently isn't attractive because litigation is so expensive and
time-consuming. If enforcement is quick, cheap, and certain enough, the sanction for infringement
doesn't need to be very high in order to achieve the same deterrent effect. In this Part we discuss
two possible systems for lowering enforcement costs: an [*1406] automated compulsory license
system implemented through a levy, and a streamlined online arbitration system for resolving copyright disputes.

By any count there are a lot of infringers online. The task any widespread enforcement approach
must confront, therefore, is to permit copyright owners to pursue enough of these infringers to reduce infringement to manageable proportions n245 without imposing extraordinary costs on the
copyright owners. If we are not to raise the sanction for enforcement to harshly punitive levels,
n246 this means lowering the cost of enforcement against individuals to such a degree that copyright owners can cost-effectively pursue tens or even hundreds of thousands of them.
1. Levies.
One possibility is to do away with lawsuits altogether in favor of an ex ante mechanism for compensating copyright owners. In important new works, both Neil Netanel and Terry Fisher have proposed that copyright be "enforced" online in this context through a system of levies - or rather, that
levies be used to compensate copyright owners for the online activities against which traditional
enforcement has proven difficult. n247 A levy is a form of blanket compulsory license, authorizing
copying in exchange for a set fee. Rather than requiring each individual who wants a license to affirmatively apply for one or requiring copyright owners to identify and sue those who owe the license fee, however, the levy would be automatically collected on the sale of software, services or
hardware that are likely to be used in infringement. Similar systems exist or are being implemented
in Canada, n248 Germany, and elsewhere in the European Union, n249 where purchasers of computers pay a set fee (currently [*1407] twelve euros in Germany) into a fund designed to compensate copyright owners for infringement. n250 And there is precedent in U.S. law: The Audio
Home Recording Act of 1992 (AHRA) provides for a levy to be charged on all blank digital audio
media and digital audio recorders, with the revenue to be allocated among music copyright owners.
n251 The AHRA hasn't seen much use, but that is because the digital audio recording systems covered by the Act never caught on.
Levies of the type Netanel and Fisher have proposed offer substantial advantages over the existing regime of secondary and tertiary liability. n252 They are likely to force virtually all copyright
infringers to pay what amounts to a relatively modest license fee. Because they operate automatically, they can be enforced at a minimum of cost. n253 And because they replace the existing
scheme of legal enforcement, they permit society to make use of the existing, efficient p2p networks
to disseminate digital content online. In essence, a levy [*1408] coopts illegal file-sharing by
charging a fee and then declaring it legal. n254
A hybrid levy approach would not impose the levy by law on all devices but would permit facilitators who might otherwise fear indirect liability to buy immunity by paying a levy for their users. If Grokster paid a levy for each copy of Morpheus software that it disseminates, for example,
the company could avoid being sued for facilitating infringement by users of its software. Companies that specialized in facilitating music downloads would want to pay the fee, since they would
face liability under traditional principles of contributory or vicarious infringement. By contrast,
companies with rather less connection to infringing activity could opt not to pay the levy, gambling
that they are not infringing. n255
One problem with levies is that, like suing facilitators, they target upstream technologies rather
than the people doing the infringing. Indeed, imposing a levy is economically quite similar to suing
facilitators - the levy just substitutes a liability rule and a collection mechanism for copyright law's
existing property rule. To make the levy small, it has to be imposed on a wide range of devices (say,
all computers or all modems or all ISP service agreements). But a levy charged on a range of de-

vices with multiple uses is a tax on those devices, paid by both those who download music and
those who do not. This is akin to a tax on innovation in the Internet environment. This tax seems
better than suing innovators under a property rule, because copyright owners will not have the
power to ban innovation outright, but taxing innovation will naturally [*1409] discourage it
somewhat. n256
Levies will likely have other consequences as well. If a levy is charged on a single device or
service (say a computer or an ISP account) and if paying the levy makes downloading content legal,
the levy will create moral hazard problems. n257 There is every incentive to download as much
music as possible if you are paying a flat rate. n258 One might question whether this is a bad thing,
however, given that the goods in question are nonrivalrous. Copyright owners, though, may want to
compensate for this effect by having the rate set relatively high, and if they persuade the rate-setting
body to do so, that will do further damage to innovation and discourage casual users from buying
the device or service at all. Further, this flat rate charge would likely sharply limit the role of
authorized musical services provided by the content owners. This may not be a problem - as noted
above, there are reasons to think that p2p networks disseminate content more efficiently than the
copyright owners would - but if you think top-down networks are preferable, or that copyright
owners should have the ability to choose to use them over other methods, then the fact that p2p
networks will replace them is an additional cost. Third, someone - either the government or a private group mediating between copyright owners and device manufacturers - will have to set the
levy, and because they do not face the discipline of the market it is reasonable to worry that they
will not do so at a market-clearing price. n259 Finally, a levy generally requires money to be paid
by a facilitator, which will often mean that the facilitator will collect a fee from the user at the point
the device, program or service is provided, restricting the use of anonymous computer networks.
n260
To reduce some of these problems, a levy could be closely tailored to acts of infringement. A
partial step in this direction would be to charge a per-use [*1410] rather than a flat-rate fee.
n261 Charging a levy on every megabyte downloaded, for example, might correlate reasonably well
with copyright infringement, and it would solve the moral hazard problem described above (to the
extent that it is viewed as a problem). Such a bandwidth tax would still affect certain types of innovation, however, notably those that involve high-bandwidth uses of the Internet. And discouraging
the fledgling broadband Internet market seems a bad idea, given the lengths policy makers are willing to go in other circumstances to encourage broadband rollout. n262 An additional cost of tailoring is that it may tend to channel innovation in the relevant market into pay form and centralized
software distribution and also to discourage anonymity, so that the levy can be effectively collected.
n263
Charging a levy only on acts that would otherwise be infringing - say, a fee per mp3 file downloaded without authorization from the copyright owner - would be ideal from an innovation standpoint, since it would distinguish between legal and illegal uses of a device or service. But such an
approach would obviously create serious monitoring problems. Indeed, it doesn't make sense to talk
about such a finely targeted levy as a "levy" at all. Instead it would be a compulsory license dependent on identifying and collecting from infringers. n264 As such, it would replicate many of the
problems discussed above for copyright owners who must enforce their rights against a large number of individual infringers.
2. A streamlined dispute resolution system.

Besides a levy system, another possible alternative for lowering enforcement costs for copyright
owners would be to make dispute resolution by [*1411] those owners against large-scale direct
infringers quick and cheap, so that owners would be more inclined to pursue such direct infringers
instead of suing facilitators. While enforcement costs are likely always to be too great to allow pursuit of every infringer, lower costs would allow for enforcement against more infringers, increasing
any given infringer's chance of being sued. n265
Is it possible to make such dispute resolution quick and cheap? Traditional arbitration is neither.
There is, however, an online model in the Uniform Dispute Resolution Policy (UDRP) for Internet
domain name trademark disputes implemented by the Internet Corporation for Assigned Names and
Numbers (ICANN). n266 This policy has resolved about 7500 such disputes involving over 13,000
domain names in four years, at a cost of $ 1200-$ 1500 each and an average resolution time of little
more than a month. n267 The UDRP is an alternative dispute resolution system that allows trademark owners to bring complaints that a domain name registrant has in bad faith registered and used
a domain name identical or confusingly similar to the owner's trademark. These complaints are considered by expert panelists through accredited private providers of dispute resolution services. The
system is designed to resolve only straightforward cases of bad-faith cybersquatting, and to reserve
for the courts difficult factual and legal disputes between parties with competing and arguably legitimate claims to the same domain name. n268 For those straightforward cases of cybersquatting,
there are unlikely to be significant factual or legal disputes that need resolving. A panelist given the
basic facts can make a decision fairly quickly. Like the UDRP, a copyright dispute resolution system, if properly conceived, could target straightforward conduct that is unlikely to have legitimate
justifications, such as high-volume uploading of copyrighted works to p2p networks. Assertion of a
plausible factual or legal dispute - evidence suggesting that the works in question weren't copyrighted, or weren't copied, or that the use is fair - should result in denial of the [*1412] copyright
owner's claim without prejudice to her ability to bring a lawsuit where such legal and factual issues
can be fully explored.
Our analogy to the UDRP will raise some people's hackles. The UDRP has some serious structural problems. It lacks some important procedural due process protections, such as an administrative appeal, a fair system for assigning panelists, and a penalty for overreaching by complainants.
n269 But these problems can be solved in the copyright context by learning from the UDRP experience. A digital copyright dispute resolution process could select judges in a fair and balanced(R)
way. It could permit an administrative appeal. And it could impose some sanction on frivolous or
bad-faith claims made by copyright owners. n270
There are, however, two fundamental differences between the factual settings of the UDRP and
of the digital copyright cases a dispute resolution panel would likely be called upon to resolve. First,
the domain name at stake in the UDRP is ultimately under the control of ICANN. As a result, a
successful UDRP complainant does not have to collect money or property from a losing domain
name registrant; the UDRP panel merely needs to instruct ICANN to transfer ownership of the domain name to the trademark owner. There is no similar control over digital copyright infringers. A
copyright system therefore needs a substitute sanction and enforcement mechanism, such as an
award of money damages or a reliable way to remove infringing material or the infringer herself
from the network.

Second, the UDRP is imposed by ICANN on all registrars, who impose it by contract on all
registrants. It requires contracts with and reliable identification of users. There is no central authority that contracts with Internet users generally. Binding Internet users to a p2p copyright dispute
resolution system by contract would require them to contract with their ISPs or with providers of
specific services, and there is no entity akin to ICANN that has contracts with all the ISPs and could
impose this contracting requirement on them. As a result, the dispute resolution system we propose
would be imposed by statute as part of copyright law.
[*1413] We suggest that Congress amend the copyright statute to provide that in a certain
category of cases of copyright infringement over p2p networks, a copyright owner would have the
option to choose to enforce her copyrights either by pursuing a civil copyright infringement claim in
federal court or by pursuing a claim in an administrative dispute resolution proceeding before an
administrative law judge in the Copyright Office. n271
Consistent with the original intent of the UDRP, the administrative proceeding would be available only for relatively straightforward claims of copyright infringement. To start, the process
should be available only against those alleged to have uploaded copyrighted works to a p2p network
and thus made them available for downloading by others. n272 Making a copyrighted work available for any other person to copy is much more likely to constitute copyright infringement than is
any individual instance of downloading, where the downloader's act of reproduction might well be
excused as fair use or by some other defense. The potential for justifiable instances of downloading
means that keeping the dispute resolution procedure streamlined would require a focus on much less
defensible acts of uploading. n273
Even with respect to uploading, the potential that an uploader's conduct might be noninfringing
is likely to be inversely proportional to the number of works uploaded and made available. Someone who has uploaded only one or even 10 copyrighted works may well be engaged in copyright
infringement, but she is less clearly infringing than someone who has uploaded 1000 or even 100
works. In order to restrict the dispute resolution process to conduct that is fairly clearly infringing,
the process should be available only in cases where evidence shows that the person targeted has uploaded to a p2p network at least one copy of at least 50 copyrighted works during any 30-day period. n274
A copyright owner whose claim comes within the scope of the administrative procedure would
have to put forth a prima facie case of copyright infringement. The copyright owner would need to
show that it has [*1414] registered claims of copyrights in the works in question. n275 In addition, the copyright owner would need to provide a sworn statement that it owns the copyright (or the
relevant exclusive right) in the works identified. Next, the complainant would have to provide evidence that the works complained of were available for downloading from a particular IP address at
a particular date and time. Such evidence could consist of, for example, screen shots showing the
availability of files and a sworn statement that the copyright owner determined that the titles listed
were actually available and were actually copies of the copyrighted works.
Finally, the copyright owner would need to provide evidence showing that the particular IP address in question was, at the time in question, assigned to the person against whom the dispute is
brought. This would normally be shown through evidence obtained from the ISP that controls the
address. In the civil suits brought initially by the RIAA, the information identifying the alleged uploader was generally obtained by using a subpoena process provided for under the OSP safe-harbor
provisions added to the Copyright Act by the DMCA. n276 Section 512(h) allows any copyright

owner to request any U.S. district court clerk to issue a subpoena to any online service provider to
identify an alleged infringer. The use of that provision has been quite controversial. As a matter of
statutory interpretation, the text is ambiguous as to whether its provisions apply to every online
service provider or only to providers engaged in certain kinds of activities. The D.C. Circuit recently rejected efforts by the RIAA to apply the DMCA subpoena provisions to OSPs that provide
mere conduit services. n277 Constitutional concerns have also been raised over the fact that copyright owners can obtain subpoenas from the court clerk when no actual litigation under the supervision of a judge is pending in that court (or, indeed, in any court). n278 And the concerns are
heightened by the fact that the real target of the subpoena - the alleged infringer who is to be identified by the OSP - may not even be aware of the subpoena in order to attempt to challenge the copyright owner's right to the information before her identity is disclosed.
Regardless of what ultimately happens in the current challenges to the DMCA's subpoena provisions, n279 the dispute resolution process we propose [*1415] depends on copyright owners
being able to identify the individuals engaged in high-volume uploading. The process might well
allow this to occur under somewhat greater supervision than currently provided for in Section 512.
The process could allow copyright owners to file a claim against a particular unidentified alleged
uploader. Once the copyright owner provided evidence of the registration of its copyright claims,
and of the availability of its works at a particular IP address at a specific time, the administrative
judge could authorize the issuance of a subpoena, in aid of the existing proceeding, ordering the ISP
to identify the customer who was using that address at that time. n280 This would provide at least
some supervision to ensure, before an ISP is ordered to disclose the identity of its customers, that
the party seeking the identification is a copyright owner with a prima facie claim of copyright infringement by the customer. In addition, it may be advisable to require the ISP to notify the customer whose identity is sought and give that person a short time period in which to challenge the
subpoena if she wishes to do so.
Once the copyright owner has established this prima facie claim of infringement and identified
the uploader, the uploader would have the opportunity to rebut or defend against the claim. In order
to keep the process streamlined and focused on straightforward cases of infringement, an administrative judge should reject, without prejudice, any claim by a copyright owner that presents plausible legal or factual issues as to the uploader's liability. For example, a plausible claim of mistaken
identification of the assignment of an IP address might be shown where the copyright owner alleges
that a person uploaded works at a particular IP address using Windows-based software, but where
the person accused of uploading can show that she only uses an Apple computer incapable of running the software she is alleged to have used. n281 Resolution of such disputes is better handled in
an ordinary court [*1416] proceeding, and the administrative judge should have the power simply to dismiss such claims without prejudice to a civil suit on the same grounds.
In addition to this general authority for the administrative judge to reject claims that do not involve fairly clear cases of infringement, it may be useful for the statute to specify certain cases that
the judge must reject. A prime example would be a claim involving the uploading only of works
that are out of "print" and unavailable from the copyright owner. Those circumstances may present
the strongest argument in favor of finding that uploading works to a p2p network constitutes fair
use. n282 While this fair use argument is not clearly correct, it is at least sufficiently plausible that it
should be considered and resolved in the first instance by a court, rather than by the administrative
dispute resolution process. Similarly, if the person accused of uploading can show that the works
were made available simultaneously with substantial comment or criticism, the potential for the ac-

cused to make out a viable fair use claim would counsel for court resolution of the case and mandatory rejection of the administrative claim. n283
For the process to work, however, it must be able actually to resolve clear cases of infringement
by uploaders. If every uploader against whom a claim was filed could simply assert a defense and
have the claim dismissed, the system would never succeed. n284 Thus, an uploader must provide
evidence to support a claim of, for example, mistaken identity or uploading only out-of-print works.
In addition, there may be certain legal defenses that should not be [*1417] resolved by the dispute resolution procedure but that also should not result in the claim simply being dismissed and the
copyright owner relegated to a civil infringement suit. For example, an uploader might claim that
the copyright owner is engaged in copyright misuse and is therefore not entitled to enforce the
copyrights until the misuse has been purged. Or the uploader might claim that the copyrights are
unenforceable because of alleged fraud in registering the works as works made for hire; with respect
to sound recordings, the question of whether those recordings can qualify as works made for hire
has been controversial. n285 Because these are complicated issues that should be resolved in court
rather than in the dispute resolution process, and because allowing the mere assertion of such a defense to take a claim outside the dispute resolution process would threaten to make it impossible to
hear any claims in the process, an alternative is required. We propose that if such defenses are
raised in the dispute resolution process, the administrative judge should decline to decide the defenses, proceed to consider all other aspects of the case, and if she awards a decision against the
uploader, stay her decision for thirty days to allow the uploader time to bring a declaratory judgment suit in court asserting the defenses. An uploader who seriously wishes to pursue these defenses would be able to do so in the proper forum for considering them, but mere assertion of the
defense in the administrative forum would not prevent that forum's consideration of the dispute.
In order to make the results of the administrative proceeding as consistent and fair as possible,
initial decisions should be subject to an administrative appeal to a panel of administrative judges.
This would allow for an additional layer of review but in a somewhat streamlined format. Any party
that was dissatisfied with the outcome of a complaint on appeal would then have the option of
bringing the dispute to a district court for review. In order to discourage groundless appeals, a party
that brings an unsuccessful appeal could be required to pay the costs of the appeal.
The administrative dispute resolution procedure we propose would provide a quicker,
lower-cost alternative for copyright owners to enforce their rights against individual large-scale infringers on p2p networks. To be effective, the process must be streamlined. Both parties should
have an opportunity to present evidence and argument online, but there should not be face-to-face
argument or [*1418] discovery of the sort that exists in civil litigation. The decisionmaker's job
should be relatively straightforward: rejecting claims that do not fit within the system's requirements or with plausible disputes of law or fact that are better resolved in court, and determining
whether the plaintiff has proved its charges of infringement. The judges should be obligated to issue
a short written decision within two months after the case is submitted. While this may sound like an
unrealistic goal to those whose experience is with the expensive, drawn-out system of civil litigation
in the United States, the success of the UDRP in resolving over 7500 domain name disputes in the
last four years suggests that the goal of quick and cheap resolution is workable. Provided the copyright dispute resolution system avoids the obvious mistakes of the UDRP - systematic bias of
judges, lack of an administrative appeal, and a tendency to resolve difficult questions best left for
the courts n286 - it should prove an attractive alternative to litigation for copyright owners and not
unfair to accused infringers.

Making the procedure attractive to copyright owners as an alternative to criminal or civil infringement suits and to suits against facilitators will also require that the procedure provide an adequate remedy. We suggest that the process provide two types of remedies: monetary relief and the
official designation of an unsuccessful defendant as an infringer.
Monetary penalties should be sufficiently large that the possibility of having uploading challenged in the administrative procedure serves to deter others from engaging in large-scale uploading. As noted above, the existing maximum penalties available in civil actions under the statutory
damage regime seem likely to provide far in excess of the penalties needed to have a deterrent effect. It seems likely that in cases involving the uploading of 50 or more works, a penalty on the
magnitude of $ 250 per work infringed would have a strong deterrent effect. n287 Someone who
uploaded 1000 songs - the threshold used by the RIAA in its initial lawsuits - would face $ 250,000
in liability. While statutory damages could provide an award that is 120 times greater, even the $
250,000 award from the administrative process would likely be beyond the ability of most uploaders
to pay, suggesting that the higher award is not needed. Even someone who just met the administrative threshold of uploading fifty works would face $ 12,500 in liability. The potentially lesser deterrent effect of the lower penalty would be offset by the increased likelihood that any particular
uploader would face enforcement action, since the administrative procedure would make enforcement quicker, cheaper, and easier and would allow [*1419] copyright owners to bring claims
against greater numbers of uploaders. The fact that when the RIAA did in fact begin to sue uploaders in court, it settled with many of them for only a few thousand dollars despite the higher cost of
litigation suggests that the RIAA was satisfied with the deterrent effect of even these low penalties.
n288 Making enforcement more likely but the penalties less draconian may also blunt criticism that
the RIAA is unfairly singling out particular individuals for doing what countless others have gotten
away with.
While an uploader must have uploaded at least fifty works in order to be subject to the dispute
resolution procedure, any actual monetary award imposed on the uploader would of course include
only those works owned by the complaining copyright owner or owners. Still, copyright owners
have an incentive to cooperate in bringing a single complaint, sharing the costs of each administrative adjudication, and receiving an award for their particular works. n289 This should decrease the
likelihood that an uploader would have to face repeated claims from multiple copyright owners
based on the same course of conduct. Indeed, the recording industry's first wave of lawsuits against
uploaders appears to have operated this way, with all of the affected major record labels joining in a
single action against particular downloaders. To the extent that the possibility of multiple claims
against a single uploader based on the same course of conduct remains a concern, the procedure
could be available only if the uploader has made available on a p2p network fifty copyrighted works
of the complaining copyright owners. This would provide an incentive for copyright owners to cooperate in bringing a single suit, since in many cases an uploader may well have made available too
few works owned by any one copyright owner to allow an individual copyright owner to pursue a
claim but will still have uploaded enough works so that a claim can be brought if [*1420] copyright owners act jointly.
Copyright owners would, of course, have to enforce administrative awards against uploaders. In
some cases, no doubt, the losing uploader would voluntarily comply with the award to the extent
she is able to do so. In other cases, the copyright owner might need to go to court in order to execute
on the administrative award. While this might entail some expense, enforcing a judgment is usually
simpler and cheaper than litigating a civil case to judgment in the first place. And the copyright

owner's burden of executing on a judgment against an infringer should not be significantly different
in the case of an administrative award than in that of a court judgment of infringement. The formal
procedures for enforcing judgments (as well as the costs of doing so) vary by state and range from
ineffectual to fairly draconian. Enforcement can involve measures such as garnishing the defendant's wages and placing liens on her property, though many high-volume uploaders may be college
students or young people with limited wages and property available to satisfy a judgment through
such measures. But even where executing on an administrative infringement judgment proves difficult or expensive, copyright owners can notify credit reporting agencies of the unpaid judgment.
This relatively inexpensive step may make it more difficult or costly for the infringer to obtain a
credit card, an auto loan, or a home mortgage - giving even an uncollectible infringement award
some deterrent effect among high-volume uploaders who enjoy or look forward to a middle-class
lifestyle.
The dispute resolution process would also offer an important form of nonmonetary relief. An
uploader against whom a copyright owner brings a successful claim would also be officially designated by the administrative decision as a copyright infringer. This designation is important because
it has consequences for the safe harbors for OSPs provided for under the DMCA. The DMCA
grants safe harbors to OSPs only if they have in place and reasonably implement a policy for terminating the accounts of "repeat infringers" in appropriate circumstances. n290 No one seems to know
what makes one a "repeat infringer," however. n291 Copyright owners have read the term broadly,
to include anyone who is the subject of two allegations of infringement made by a copyright owner
to an OSP under the DMCA, and possibly even anyone who has posted two or more allegedly infringing works at one time. n292 It seems [*1421] wrong, though, to say that one is an infringer
merely by virtue of receiving a cease and desist letter, which some content owners have been sending with reckless abandon and which need not even meet the standards of Rule 11. n293 The other
extreme - that one is not an infringer until adjudicated so by a court, and so repeat infringers must
be sued to final judgment and lose twice - seems equally unworkable. The administrative procedure
provides a middle ground, by allowing a relatively quick determination by a neutral third party that
an individual is in fact an infringer. Keying the termination obligation to an administrative finding
would protect the due process rights of those wrongfully accused of infringement without rendering
the repeat infringer provision virtually ineffective.
If an uploader was twice the subject of a successful complaint in the administrative process,
then the uploader would qualify as a "repeat infringer." As a result, an OSP that wanted to remain
eligible for the benefits of the safe harbors would need to stop providing service to that uploader.
The most obvious application of this provision in the p2p context would be to centralized p2p service providers, such as the original Napster, who can exclude individual users from participation in
their networks. n294 This ability to exclude could provide an effective sanction against a user found
to be a repeat infringer. Of course, most p2p networks today are more decentralized than Napster
was (though it is unclear to what extent that is because decentralization is a technologically superior
alternative and to what extent it is because of court decisions on the indirect copyright liability of
centralized systems). n295 But [*1422] being designated a repeat infringer would have serious
consequences for participants in decentralized p2p networks as well. Because the requirement to
terminate repeat infringers applies to all of the safe harbors, even an OSP that does nothing more
than provide Internet connectivity would not be able to keep the repeat-infringing uploader as a
customer and enjoy the safe harbor. While the uploader might simply switch to another service provider, that provider would be similarly obligated to terminate the uploader's service. As a conse-

quence, the uploader might not be able to obtain Internet access (or other Internet services covered
by the safe harbors).
Given the increasing importance of online activity in our society, the possibility of losing Internet access should provide an additional deterrent to potential high-volume uploaders. At the same
time, we should be concerned about the possibility that some substantial number of people might be
denied online access entirely. n296 It is possible that ISPs will arise that are willing to forego the
benefits of the safe harbors and face potential copyright infringement liability in order to provide
service to repeat infringers; presumably those ISPs will charge higher costs to compensate them for
the risk that their repeat-infringing subscribers will again engage in infringement and the ISP will be
held liable for that infringement. It also seems possible, however, that those designated as repeat
infringers by the administrative process would simply be unable to obtain any Internet service at all;
it is by no means clear that some ISPs would choose to take the risk of foregoing the safe harbor.
We are not certain that even someone who has twice engaged in egregious uploading should be
permanently barred from the Internet. It may well be that the designation as a repeat infringer, or the
requirement for ISPs to terminate repeat infringers' accounts, should carry some time limitation, so
that after, for example, five years, a repeat infringer could again become a customer of Internet
services without the provider of those services losing the benefit of the safe harbor.
A final consideration is the cost of the administrative dispute resolution proceedings. While
these costs should be significantly lower than those of litigation because of the streamlined and
largely online nature of the proceedings, there will still be costs to be paid. In order to encourage
copyright owners to pursue this process rather than court actions, and to enhance the deterrent value
of successful claims against high-volume uploaders, the costs of a successful infringement claim
could be assessed against the infringing [*1423] uploader. In many cases, perhaps, the uploader
will be unable to pay the full amount of the award against her even before costs are added, so there
may be many cases in which copyright owners will not be able to recover costs from the infringer.
Nonetheless, the possibility of recovering the costs of the claim (as well as the fact that in such a
situation, those costs, where not practically recoverable, are likely to be lower than the equally unrecoverable costs of a civil suit) should help encourage copyright owners to pursue claims in the
administrative process. By the same token, unsuccessful copyright owners should in appropriate
circumstances be obligated to pay the accused infringer's costs. Awards of costs are routine in civil
litigation; the fact that the UDRP imposed no penalty whatsoever on unsuccessful and even
bad-faith allegations of infringement is one of its shortcomings. n297
We believe that the dispute resolution procedure we have proposed would make it possible for
copyright owners to obtain effective relief against individuals engaged in relatively egregious acts
of copyright infringement without the costs and delay of litigation, while at the same time reducing
the potentially enormous penalties facing the few high-volume uploaders targeted by lawsuits or
criminal prosecutions seeking to generate deterrence. Some people may still have concerns about
the harshness of the penalties - both in dollar amounts and in "exile" from the Internet - possible
under the system we propose. One way to alleviate that concern would be to make the system prospective - to apply it only to acts that occur after a date specified in the legislation establishing the
system. n298 The publicity that has accompanied the controversies over music on p2p networks,
and that would no doubt accompany [*1424] the enactment of the dispute resolution system we
propose, would serve to put most people on notice that moderate-to high-volume uploading is infringing activity and could result in severe penalties. Because copyright owners have seemed more
concerned about trying to cut off infringing activity on p2p networks than about actually collecting

monies for all or most acts of past infringement, a system that operates prospectively may sufficiently address their most significant concern. n299
The administrative dispute resolution system that we propose is flexible enough to be part of a
number of different approaches to the problem of copyright infringement on p2p networks. The
system could serve, as we have suggested, as a substitute for holding p2p providers liable for infringement committed by their users; indeed, Congress could provide, in enacting such a system,
that providers would not be liable for user infringements if the network is capable of substantial
noninfringing use. The system would also serve, in most cases, as a substitute for civil or criminal
enforcement against infringers on p2p networks, not because civil or criminal suits would be unavailable but because administrative proceedings would be less costly and more efficient. Even if
the existing legal rules governing secondary liability in the p2p context are not changed, the administrative system may be important. Under the caselaw at the moment, centralized systems such as
those in Napster and Aimster would have a high burden to police infringement on their networks to
avoid liability, while producers of software for decentralized systems, such as those at issue in
Grokster, would not face liability for their products. While these rules are likely to make centralized
systems infeasible, decentralized systems are likely to flourish, and copyright owners will need to
target their enforcement efforts at direct infringers. Our proposed administrative system would reduce the cost of those efforts for copyright owners and would substantially reduce the potential
penalty for the direct infringers who are pursued.
The system could also be part of an approach that imposed levies to compensate copyright owners. If a levy is mandated, it would authorize all uses of p2p networks in return for the levy payments, and there would be no need for the system we propose. But if a levy were adopted on an
opt-in basis, only levy-paying users, or customers of ISPs or other providers that had paid the levy,
would be immune from suit, and our administrative remedy could be used for disputes outside the
levy system. Along these lines, Jessica Litman has proposed an "opt out" levy system in which
copyright owners could affirmatively choose to make their works ineligible for dissemination pursuant to the levy and could pursue enforcement actions against those who uploaded [*1425]
their works; n300 our administrative procedure could reduce enforcement costs in those circumstances.
Similarly, the administrative system could be part of a filtering approach. Despite our skepticism about the potential for filtering, n301 a viable technology might emerge for filtering unauthorized uses of copyrighted material on p2p networks. Given concerns about technological mandates,
particularly mandates of any particular firm's technology, Congress might prefer not to require that
every p2p software developer or every ISP adopt specific filtering technology. Congress might instead strongly encourage the use of filters by granting immunity from copyright infringement actions to those using p2p software or networks that incorporate the filters. To make the incentive effective, the threat of enforcement against those committing copyright infringement on unfiltered
networks would need to be realistic, and far more enforcement actions could likely be pursued under a streamlined administrative system than in court.
A final approach in which our proposed administrative system might also be useful is voluntary
collective licensing for using music in p2p networks. The Electronic Frontier Foundation (EFF) has
proposed such a system. n302 The proposal envisions virtually all music copyright owners voluntarily forming a licensing collective that would offer a blanket license for p2p dissemination of their
works on a per-person, per-month basis and that would distribute the license fees to copyright own-

ers. The proposal envisions that users would have an incentive to take the license in order to avoid
the legal threat of otherwise being sued for infringement n303 and that copyright owners would
continue to be able to bring enforcement actions against p2p users who do not take a license. Our
proposed administrative system would offer copyright owners a realistic possibility of enforcing
against large numbers of unlicensed p2p users, thus increasing the incentive for individuals to buy a
blanket p2p license. n304
C. Providing Legitimate Alternatives
Any approach for dealing with large-scale infringement over p2p networks by targeting enforcement efforts at individuals who commit such infringement [*1426] will be more effective if the
deterrent impact of enforcement actions is combined with the availability of legitimate alternatives
for online music dissemination. n305 The rational actor deciding whether or not to engage in p2p
infringement should be less likely to do so, given the risks of enforcement and the potential sanction, if a legal alternative provides a reasonable substitute for obtaining online access to music. As
Ann Bartow has suggested, most Americans are law abiding most of the time and "as long as it is
reasonably convenient, efficient, and economical to gain access to [copyrighted content by legal
means], then few people are likely to invest a lot of time and energy in obtaining [the content illegally]." n306
Efforts at developing attractive and affordable online music dissemination services have really
only begun in earnest in the last year or so. n307 These efforts have enjoyed some initial success,
though they have also earned criticism on grounds such as the selection of music available, limitations imposed on customers' use of that music, pricing, and usability. n308 The potential business
models for legitimate online music services are numerous and several different such models might
simultaneously prove viable in the marketplace. n309 Our point here is not to canvass or evaluate
those models and their chances for success, but only to emphasize that reducing infringement on
p2p networks through enforcement efforts against those who actually infringe will be more successful if those who are given pause by the potential sanctions for infringement have somewhere
else to turn for reliable, affordable online access to a wide variety of high-quality digitally formatted
music. As the head of a p2p monitoring firm has said, "the only way to really marginalize online
piracy is to make online retail so transparent, so convenient and so appealing that when you're faced
with two icons - one that's an unknown, perhaps virus-infested crack on Kazaa, and the other that's
double-click to download the legitimate version," users will choose the latter. n310…
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