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A. Introduction

One of the most striking aspects of cyberspace is that it "provides an easy and inexpensive way for a speaker to reach a large audience, potentially of millions."1 This characteristic sharply contrasts with traditional forms of mass communication, such as television, radio, newspapers, and magazines, which require significant start-up and operating costs and therefore tend to concentrate communications power in a limited number of hands. Anyone with access to the Internet, however, can communicate and interact with a vast and rapidly expanding cyberspace audience.2 As the Supreme Court opined in its recent landmark decision, Reno v. ACLU,3 the Internet enables any person with a phone line to "become a pamphleteer" or "a town crier with a voice that resonates farther than it could from any soapbox."4 Indeed, the Internet is "a unique and wholly new medium of worldwide human communication"5 that contains content "as diverse as human thought."6
The term "cyber-reach" can be used to describe cyberspace’s ability to extend the reach of an individual’s voice. Cyber-reach makes the Internet unique, accounts for much of its explosive growth and popularity, and perhaps holds the promise of a true and meaningful "free trade in ideas" that Justice Holmes imagined eighty years ago.7 Thus, cyber-reach makes cyberspace "different" enough from physical space that we should consider how this difference may justify modifying existing legal rules that were designed without cyberspace in mind. This Part does not consider whether this "difference" is so great that cyberspace cannot be governed by traditional legal machinery.8 Rather, assuming that cyberspace can be regulated and shaped in traditional ways, this Part explores what difference cyber-reach should make to legal analysis.

Although cyber-reach potentially can impact the entire legal regime of cyberspace, this Part assesses its impact on two areas of the law that have an extensive doctrinal background in physical space and have also already begun to develop a body of cyberspace case law, which is certain to multiply in the near future. Section B considers the law of Internet defamation and argues that cyber-reach could have constitutional implications for state defamation law. Section C explores the conflict between Internet speakers and private censors, with reference to the state action doctrine, and argues that cyber-reach may challenge traditional notions of a private property owner’s right to censor or silence speech. The common thread that runs through these analyses is that the potential benefits that cyber-reach holds for the public will only be fully realized if our legal regime recognizes the impact that cyber-reach has on traditional assumptions underlying current legal doctrine.

B. Defamation

1. Recent Developments. — Early Internet defamation9 litigation focused on whether Internet Service Providers (ISPs) that enable a third party to post a defamatory statement about the plaintiff on the Internet should be considered publishers or mere distributors of defamatory material. Under state law, publishers are generally held liable for defamatory statements,10 while distributors such as bookstores and libraries are liable only if they knew or had reason to know of the defamatory statements at issue.11 Cubby, Inc. v. CompuServe Inc.12 was the first major case to address this question, when a federal district court held that defendant CompuServe, at the time one of the nation’s largest ISPs, was a mere distributor of alleged defamatory statements posted to one of its electronic forums.13 The court noted that CompuServe had delegated responsibility for reviewing the contents of the forum to an independent contractor and had no opportunity to review the forum’s contents prior to publication online.14 The opinion was especially solicitous of the role that ISPs were playing in the "information industry revolution" and did not want to establish a rule of liability that would impose an undue burden on the free flow of information.15 Four years later, however, in Stratton Oakmont, Inc. v. Prodigy Services Co.,16 a New York state trial court ruled that defendant Prodigy, another large ISP, was a publisher of alleged defamatory statements on one of its electronic bulletin boards.17 The court took pains to explain that it was in "full agreement" with the Cubby decision,18 but held that Prodigy’s own policies of regulating the content of its bulletin boards mandated the finding that it was a publisher.19
In 1996, Congress passed legislation that immunized ISPs from publisher liability for information provided by third parties, effectively overruling Stratton Oakmont.20 Notably, the legislation did not explicitly exempt ISPs from distributor liability, and its specific reference to "publisher or speaker" is evidence that Congress intended to leave distributor liability intact. Nevertheless, in the first case to test the legislation, Zeran v. America Online, Inc.,21 the Fourth Circuit held that § 230 immunized defendant America Online (AOL) from both publisher and distributor liability for alleged defamatory statements on its electronic bulletin boards.22 The court based its holding on a questionable interpretation of the word "publisher," stating that "distributor" was merely a subset of the word "publisher."23 This broad interpretation of § 230 was further extended last year in Blumenthal v. Drudge,24 when a federal district court held that AOL was immunized from liability for alleged defamatory statements in the Drudge Report,25 an online gossip column that AOL provided to its subscrib-ers.26 AOL was arguably responsible for the Drudge Report and was not simply a conduit for "another information content provider," which would bring it under the protective umbrella of § 230. AOL had contracted with and paid Matt Drudge to provide his column,27 had aggressively promoted it,28 and had the right to control its content.29 Nevertheless, although expressing sympathy for the plaintiffs’ position, the court concluded that its hands were tied by § 230 and that AOL was thus immune from suit.30 Other recent cases have solidified the trend toward granting ISPs broad immunity under § 230.31
One consequence of this trend is that defamation plaintiffs likely will begin turning their attention toward recovering damages from those who originally post defamatory material, rather than from the ISPs that merely serve as intermediaries. Of course, it is not surprising that plaintiffs have thus far focused their attention on the comparatively deep-pocketed corporate ISPs, but with this route to recovery effectively barred by § 230, plaintiffs may have little choice but to pursue the original defamer or to take no legal action at all. Even the Zeran court was careful to state that its holding would not allow the original culpable party to escape liability.32 As a practical matter, some commentators have expressed doubt that limiting liability to the original defamer can provide an adequate remedy to defamation plaintiffs, primarily because cyberspace affords potential defendants a degree of anonymity.33 Although cyberspace anonymity can make a plaintiff’s task more difficult, it does not make it impossible in every case.34
2. Minimum Constitutional Standards for State Defamation Law. 

********
3. Impact of Cyber-reach on the Constitutional Standards. — The emergence of cyberspace as a new locus for defamation does not mean that Internet defamation is an entirely "new" legal issue that necessarily requires radical changes in constitutional doctrine. However, existing standards of liability should not merely be cut from physical space and pasted onto cyberspace, either. One leading commentator has observed that "[s]ome cyberspace issues seem wholly unremarkable," and that in the case of Internet defamation, "the fact that a communication [is] an electronic mail message on the Internet . . . makes little difference to the legal outcome."53 The interesting questions raised by Internet defamation "have nothing to do with the fact that the message [is] sent by e-mail."54 This type of reasoning — although refreshing because it resists the urge to overstate the difference between cyberspace and real-space — fails to appreciate how cyber-reach changes the defamation landscape. Internet defamation is still defamation, but its dynamics differ because of the speech-enabling characteristics of cyberspace. Even assuming at the outset that Internet defamation exhibits no difference in kind from real-space defamation, it clearly manifests a difference in degree. And in general, differences of degree may have constitutional implications.55
Given the wide availability of Internet communication and its participatory nature, it seems inevitable that many future defamation plaintiffs will be private individuals rather than public figures, at least according to traditional modes of classification. Assuming that potentially defamatory speech is of public concern, these plaintiffs would be subject to the Gertz rule and would have to demonstrate negligence in order to recover damages under state defamation law. However, several commentators have proposed that under certain circumstances, cyber-reach dictates that the appropriate level of fault in such cases should be elevated to actual malice.56 The thrust of their arguments is that the policy rationales underlying the Gertz distinction — that private individuals do not have the ability to counter defamatory speech and have not voluntarily exposed themselves to the risk of defamatory falsehoods — no longer apply in cyberspace, where everyone is on equal footing.

*********

An alternative way that cyber-reach might affect constitutional protections in cyberspace is by influencing the distinction between public and private speech. If a private figure plaintiff is defamed by speech of public concern, he has the burden of demonstrating negligence in accord with Gertz, but if the speech is purely private, then state defamation law may impose strict liability on the speaker.62 Consequently, those accused of uttering defamatory falsehoods in cyberspace will no doubt frequently argue that their speech involves a matter of public, and not merely private, concern. The Court’s vague instruction that courts should distinguish between public and private speech based on the speech’s "content, form, and context"63 provides the sole direction for this determination. This open-ended inquiry offers little concrete guidance, can lead to inconsistent results, and has been criticized as an ultimately unworkable standard.64
Regardless of these doctrinal uncertainties, cyber-reach drastically affects both the form and context of speech. In Reno, the Court recognized that Internet speech can take the form of being broadcast to a potential audience of millions; furthermore, it can occur in the context of an online, interactive discussion with a nationwide, or even worldwide, assembly of speakers.65 Although simply having a bigger audience obviously does not change the content of fixed words, content is only one of three factors to consider. Moreover, in determining that the speech at issue was not of public concern, the Dun & Bradstreet plurality emphasized that the speech was restricted to a small audience.66 Although it seems sensible that simply taking private speech and posting it on the Internet does not magically transform it into speech of public concern,67 the communicative power of cyber-reach challenges conventional assumptions about public and private speech by bringing traditionally private speech into the realm of public debate, arguably justifying a more expansive definition of speech of public concern.

Cyber-reach argues most powerfully in favor of a change in the constitutional landscape in the case of a private individual suing over defamatory speech of no public concern. According to Dun & Bradstreet, the states appear free to impose liability without fault.68 Even if public concern is defined expansively in cyberspace, much Internet speech is so free-wheeling and diverse that it still is not likely to fit the definition. Yet as the Court observed in Reno, diversity is the very strength of Internet speech.69 Thus, the Court’s approach to cyberspace seems to counsel against a regime that could chill Internet speakers who might choose silence rather than risk strict liability70 for their utterances — an effect that is multiplied by the uncertainty of determining what constitutes a matter of public concern. Prior to the explosive growth of cyberspace, several commentators argued against a return to strict liability for defamatory falsehoods based on the chilling effect that it could have on protected speech.71 Their reasoning has now attained even greater force in the context of cyberspace, in which literally everyone can act as a publisher of information.

************

C. The Right to Speak in Cyberspace

1. Recent Developments. — Discussion of the right to speak in cyberspace has thus far been dominated by litigation pitting commercial advertisers against ISPs. Advertisers have argued that they have a First Amendment right to send unsolicited e-mail to ISP subscribers, and the ISPs have countered that they have a right to block this "spam"77 from reaching their members. The first case to address this issue was Cyber Promotions, Inc. v. America Online, Inc.,78 in which a federal district court held that because America Online was a purely private actor and not a state actor, it could use self-help remedies to block Cyber Promotions’s e-mail advertisements without implicating the First Amendment.79 One year later, in CompuServe Inc. v. Cyber Promotions, Inc.,80 another federal district court took this rationale a step further, holding that Cyber Promotions’s delivery of unwanted e-mail to CompuServe’s subscribers was a trespass to chattels under state law,81 and that CompuServe was entitled to injunctive relief to protect its property, without implicating state action.82 Recently, other courts have seized upon CompuServe’s trespass to chattels theory in order to grant ISPs relief against commercial spammers.83
A pending case that has attracted significant media interest84 and that could have an important long-term impact on the relationship between speech and property rights in cyberspace is Intel Corp. v. Hamidi.85 Intel brought suit against a disgruntled former employee, Ken Hamidi, alleging trespass to chattels and seeking to enjoin him from sending mass distributed e-mails to Intel employees at their places of work.86 Hamidi, the spokesman for FACE Intel, a nonprofit organization of former and current Intel employees, sent the e-mails as part of his ongoing campaign to inform Intel employees about what he considers to be Intel’s abusive and discriminatory employment practices.87 In November 1998, California Superior Court Judge Lewis granted Intel a preliminary injunction.88 Intel filed a motion for summary judgment, arguing that Hamidi does not have a First Amendment right to express his views on Intel’s private e-mail system;89 Hamidi countered that whether he has committed a trespass is a triable issue of fact.90 On April 16, 1999, Judge Lewis issued a preliminary ruling denying Intel’s motion for summary judgment.91
Although Intel raises some of the same concerns as commercial spamming cases such as CompuServe, it is a case of first impression because the challenged speech is not commercial spam,92 but instead is speech of public concern that lies at the heart of First Amendment protection.93 Before reaching the merits of Hamidi’s speech, however, the court must engage the threshold issue of state action. Because the First Amendment acts as a shield against state — not private — conduct, private actors are generally free to censor speech with impunity.94 Initially, Intel appears to be the quintessential private actor, and therefore its silencing of Hamidi’s speech should not raise any constitutional concerns. However, the case is problematic because Intel is not merely exercising its own right to censor speech, but instead is asking the state, via a court-administered injunction enforcing state trespass law, to act as the censor. This is a crucial distinction95 that is worthy of further analysis because of its potential impact on the free speech landscape in cyberspace.

2. A Closer Look at the State Action Doctrine. — Determining when the conduct of private actors implicates state action is one of the great conundrums of constitutional law, and perhaps no area of constitutional law has been more heavily criticized for its incoherence.96 Although some commentators consider the state action doctrine so bankrupt that it should be completely abolished,97 this doctrine serves an important liberty interest by limiting the reach of legal and judicial power.98 As the Court has explained, whether the doctrine is good or bad policy, the state action requirement is a "fundamental fact of our political order."99 This section’s purpose is not to outline a normative view of state action, but instead to demonstrate that within the Court’s current state action doctrine, the judicial enforcement of trespass laws in order to censor Internet speech constitutes state action. Of course, this conclusion does not necessarily mean that every example of this type of state action amounts to an unconstitutional deprivation of First Amendment rights,100 but it does mean that the threshold question of whether state action exists must be answered in the affirmative.101
**********
3. Impact of Cyber-reach on the Right to Speak in Cyberspace. — Returning to Intel v. Hamidi, the preceding discussion of state action demonstrates that an injunction against Hamidi would constitute state action that must conform to constitutional standards. Nevertheless, it is tempting to conclude that because the Court has held that the rights of private property owners generally trump the federal constitutional rights of speakers,122 Intel should prevail. Such a hasty conclusion, however, would be erroneous for two reasons. First, the case is being litigated in California, where Hamidi enjoys more expansive rights of free expression under the California state constitution than he does under the federal Constitution. Indeed, one lesson of Pruneyard is that in California, a speaker generally occupies a preferred position over a private property owner when such property has been opened to the public.123 

More fundamentally, cyber-reach suggests that Hamidi also has a federal First Amendment right to disseminate his electronic messages to Intel employees.124 Cyber-reach enables Hamidi to send his messages from one forum, the Internet, to another forum, Intel’s proprietary computer system. The fact that this case involves two different forums — rather than just one — distinguishes it from real-space cases pitting private property owners against speakers. For instance, in the series of cases from Marsh v. Alabama to Pruneyard Shopping Center v. Robins, the Court balanced the litigants’ competing speech and property rights while considering the nature of the single forum in which the dispute occurred.125 Here, the Intel court must balance Hamidi’s speech rights and Intel’s property rights while considering the effect the decision will have on both the Internet and on Intel’s computer system. Consequently, the unthinking application of real-space analogies can be misleading if it fails to account for the novel characteristics of cyber-reach.126
The best real-space analogy127 for the Intel case is that Hamidi is standing on a speaker’s platform in the middle of a public park,128 pointing his megaphone in the direction of Intel’s private property, and Intel wants the court to force Hamidi to take his megaphone and his message elsewhere. This analogy illuminates several key aspects of the case. First, Hamidi’s speech is not originating on Intel’s property, but instead arrives there as its final destination. Second, an injunction against Hamidi’s speech not only would remove his message from Intel’s property, but also would restrict his right to broadcast his message from his speaker’s platform. Third, Intel is not trying to silence Hamidi altogether, but rather wants him to disseminate his message in a different manner.129 This analogy is also helpful in determining the ultimate question in the case, which is how to balance the litigants’ competing interests properly.

On one side of the scale, Hamidi appears to possess a strong First Amendment interest in being permitted to send his messages without court interference. As already noted, his e-mails fall within the definition of speech of public concern, which the First Amendment is designed to protect.130 In addition, because his messages originate in cyberspace, Intel’s content-based restriction on Hamidi’s speech is subject to strict scrutiny in accordance with Reno.131 Furthermore, Hamidi’s messages are tailored for Intel employees; cyber-reach enables him to disseminate the messages via e-mail in the most effective and efficient method possible. In fact, Hamidi is simply playing the role of a cyberspace "town crier" or "pamphleteer" that the Court exalted in Reno.132 Intel might respond that alternative avenues of communication exist through which Hamidi could broadcast his message,133 such as the FACE Intel webpage. However, the Court specifically rejected that argument in Reno, observing that content-based speech restrictions in cyberspace cannot be justified by the suggestion that the speaker can disseminate his message elsewhere on the Internet.134
On the other side of the scale, Intel’s legal interest in protecting its private property by censoring Hamidi’s speech is not particularly compelling. As a general matter, there is arguably less justification for enforcing purportedly neutral trespass laws against speakers in cyberspace than in real-space, because the primary purpose of enforcing trespass law in cyberspace seems to be the censorship of unwanted speech.135 This argument is buttressed by the fact that Hamidi has used Intel’s employee e-mail inboxes for their express purpose — communication.136 Moreover, Hamidi’s messages have not disrupted the proper functioning of Intel’s computer system.137 Finally, Pruneyard forecloses the possibility that Intel could raise a valid Fifth Amendment takings challenge or its own First Amendment challenge to Hamidi’s speech.138 

Ultimately, Intel wants to enjoy all the benefits of Internet communication without having to shoulder any of its burdens. Benefits rarely come without costs — and if Intel believes that the benefits derived from connecting its computer system to the Internet are outweighed by the costs of tolerating free expression, then Intel should employ its own self-help measures to counter unwanted speech rather than ask the state to countenance censorship. Indeed, it is ironic that a technological giant such as Intel, which has helped to usher in and has greatly benefited from the cyberspace age, now expects the state to protect it from a creature of its own making. The irony is only heightened by Intel’s adversary, a poorly financed army of one. As a policy matter, Intel might argue that a decision in favor of Hamidi would set a bad precedent because it would open the floodgates for others, including commercial spammers, to inundate private computer systems with mass e-mailings. This argument, however, is meritless. The logic of a decision in favor of Hamidi would not apply to commercial spammers, but instead would be based on a careful balancing of the competing rights in Hamidi’s case. Furthermore, by no means would a ruling against Intel "imply that those who wish to disseminate ideas have free rein";139 rather, Hamidi’s expressive activity would continue to be bound by the requirement that it not unduly interfere with the business functions of Intel’s computer system.140 

D. Conclusion

As courts encounter the inevitable flood of future Internet litigation, they should carefully scrutinize the underlying foundations of existing legal doctrine and ask whether cyber-reach uproots, or at least weakens, those foundations. Sometimes the answer will be yes, as in the analysis of the constitutional limits of state defamation liability and the right to speak in cyberspace. At other times, the answer will be no. However, the courts should not engage this question in a cursory fashion that either assumes that real-space doctrine should be grafted wholesale onto cyberspace, or just as erroneously, assumes that cyberspace should not be bound by existing rules. The only way that judicial decisions will have lasting legitimacy is if courts approach this threshold question with an open and inquisitive mind. Furthermore, by recognizing the impact that cyber-reach can have on traditional assumptions underlying legal doctrine, courts will help ensure that the "new marketplace of ideas"141 achieves its full potential as we enter the new millennium. 
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41 418 U.S. 323 (1974).

42 See id. at 347.

43 See id. at 343–46.

44 Id. at 344.

45 Id. at 345.
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50 In Dun & Bradstreet, the Court eschewed another possible dichotomy. A majority of the justices explicitly rejected the idea that a defendant’s status as a member or nonmember of the media should impact the standard of fault. See id. at 783–84 (Brennan, J., dissenting). Although guilty of giving mixed signals, the Court appears to have subsequently confirmed the irrelevance of the media/nonmedia distinction in Philadelphia Newspapers, Inc. v. Hepps, 475 U.S. 767 (1986). In a footnote, the Court reserved judgment on whether its constitutional analysis would have been different if the defendant had been a nonmedia defendant. See id. at 779 n.4. But more importantly, in the text of the opinion, the Court summarized the First Amendment protections that apply to defamatory speech and concluded that the status of the plaintiff and the type of speech involved are the two forces that reshape the common law landscape. See id. at 775. If the media/nonmedia distinction could also reshape the landscape, presumably the Court would have mentioned it.

51 See Gertz v. Robert Welch, Inc., 418 U.S. 323, 351 (1974).

52 See Dun & Bradstreet, 472 U.S. at 761.

53 Hardy, supra note , at 999.
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55 For example, in the defamation context, the difference between the New York Times rule and the Gertz rule is largely justified by the different degrees to which defamatory speech can harm private and public figures. See supra p. 1616. The constitutional relevance of a difference in degree has also been recognized in the context of a speaker’s alleged right to speak on privately owned property. See, e.g., Lloyd Corp. v. Tanner, 407 U.S. 551, 581 n.5 (1972) (Marshall, J., dissenting) ("Every member of the Court was acutely aware that we were dealing with degrees, not absolutes. But we found that degrees of difference can be of constitutional dimension.").
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62 See supra p. 1616.
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76 See Gertz v. Robert Welch, Inc., 418 U.S. 323, 390–92, 391 n.28, 399–400, 401 n.43, 402 (1974) (White, J., dissenting).
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102 334 U.S. 1 (1948).
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105 Commentators’ chief criticism of Shelley is that if any decision by a state court qualifies as state action, then ultimately all private actions must comply with the Constitution, rendering the Court’s state action doctrine meaningless. This criticism is based on the theory that anyone whose rights are violated could file suit in state court, and the court’s dismissal of the case would qualify as state action sustaining the infringement of the right. See, e.g., Chemerinsky, supra note , at 525–26. However, this is not a fair reading of Shelley’s holding, but instead is an attempt to stretch it to its logical absurdity. Nothing in Shelley even remotely suggests that the denial of judicial relief constitutes state action. On the contrary, state action was based on "the active intervention of the state courts, supported by the full panoply of state power." Shelley, 334 U.S. at 19. The Court explained that Shelley was not a case in which "the States have merely abstained from action, leaving private individuals free to impose such discriminations as they see fit." Id. Rather, the state had made available "the full coercive power of government." Id. In other contexts, the Court has reiterated that the denial of judicial relief by itself is not state action. See, e.g., Flagg Bros., 436 U.S. at 165.

106 See, e.g., Palmore v. Sidoti, 466 U.S. 429, 432 n.1 (1984) (citing Shelley for the proposition that "[t]he actions of state courts and judicial officers in their official capacity have long been held to be state action governed by the [Constitution]"); Flagg Bros., 436 U.S. at 160 n.10 (citing Shelley in support of the proposition that invoking the authority of a state court to seize and impound property constitutes state action). In addition, relying solely upon Shelley, the Court has held that the mere application of sanctions by a state regulatory agency — which is arguably much less coercive than a court-ordered injunction — triggers state action. See Moose Lodge No. 107 v. Irvis, 407 U.S. 163, 178–79 (1972). More recently, however, the Court in dicta cautioned against "reliance upon an extension" of Shelley, which it described as a "volatile case," but did not directly address the merits of the Shelley holding. Bray v. Alexandria Women’s Health Clinic, 506 U.S. 263, 282 n.14 (1993).

The most direct way for the Court to call Shelley into question would be to grant judicial relief in a case, while maintaining that there has been no state action. Yet in the fifty-one years since the Shelley decision, the Court apparently has never done this. The closest it came was in 1987, in San Francisco Arts & Athletics, Inc. v. USOC, 483 U.S. 522 (1987), in which the Court granted the U.S. Olympic Committee an injunction yet held that the case did not involve government action. See id. at 542–47. The Court expressly reserved judgment, however, on whether the injunction itself could be considered government action, because the parties had not properly raised the issue within their questions presented to the Court. See id. at 547 n.30.
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The initial question we face is whether a private cause of action for promissory estoppel involves "state action" within the meaning of the [Constitution] such that the protections of the First Amendment are triggered. For if it does not, then the First Amendment has no bearing on this case. The rationale of our decision in New York Times Co. v. Sullivan and subsequent cases compels the conclusion that there is state action here. Our cases teach that the application of state rules of law in state courts in a manner alleged to restrict First Amendment freedoms constitutes "state action" under the [Constitution]. . . . These legal obligations would be enforced through the official power of the Minnesota courts. Under our cases, that is enough to constitute "state action" for the purposes of the [Constitution].

Id. at 668 (citations omitted).

111 Commentators are sometimes just as guilty as the courts in overlooking the significance of New York Times to the state action question. For example, in the lengthy discussion of state action in their constitutional law treatise, Professors Rotunda and Nowak fail to mention New York Times. See Rotunda & Nowak, supra note 95, §§ 16.1–16.5.

112 See, e.g., Paul v. Watchtower Bible & Tract Soc’y of N.Y., Inc., 819 F.2d 875, 880 (9th Cir. 1987) ("State laws whether statutory or common law, including tort rules, constitute state action."); Edwards v. Habib, 397 F.2d 687, 691 (D.C. Cir. 1968) ("There can now be no doubt that the application by the judiciary of the state’s common law, even in a lawsuit between private parties, may constitute state action which must conform to the constitutional strictures which constrain the government."); see also Lloyd Corp. v. Whiffen, 750 P.2d 1157, 1159–60 (Or. Ct. App. 1988) (observing that if the state applies constitutional constraints to private libel suits, then state action must be present when a court enjoins a trespass), aff’d on other grounds, 773 P.2d 1294 (Or. 1989).
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117 See Pruneyard Shopping Ctr. v. Robins, 447 U.S. 74 (1980) (shopping center owner versus student political leafletters); Hudgens v. NLRB, 424 U.S. 507 (1976) (shopping center owner versus labor picketers); Lloyd Corp. v. Tanner, 407 U.S. 551 (1972) (shopping center owner versus political leafleters); Amalgamated Food Employees Union Local 590 v. Logan Valley Plaza, Inc., 391 U.S. 308 (1968) (shopping center owner versus labor picketers); Marsh v. Alabama, 326 U.S. 501 (1946) (company-owned town versus a religious leafletter).

118 Under current law, a shopping center owner’s private property rights trump a speaker’s First Amendment rights, see Hudgens, 424 U.S. at 520–21, but speakers may enjoy a right to speak on shopping center property if the relevant state constitution grants more expansive rights of expression than the federal Constitution, see Pruneyard, 447 U.S. at 88. In addition, speakers have a right to speak on the property of a private, company-owned town. See Marsh, 326 U.S. at 509–10.

119 See, e.g., Edward J. Naughton, Note, Is Cyberspace a Public Forum? Computer Bulletin Boards, Free Speech, and State Action, 81 Geo. L.J. 409, 424–35 (1992) (discussing state action in the electronic forum context); Michael L. Taviss, Editorial Comment, Dueling Forums: The Public Forum Doctrine’s Failure to Protect the Electronic Forum, 60 U. Cin. L. Rev. 757, 781–85 (1992) (similar).

120 Neither Marsh nor Logan Valley mentioned the words "state action" or "state actor" at all; judicial enforcement of state trespass law was presumed to be state action. See Logan Valley, 391 U.S. at 319 ("[T]he State may not delegate the power, through the use of its trespass laws, wholly to exclude those members of the public wishing to exercise their First Amendment rights . . . ."); Marsh, 326 U.S. at 508 ("[A] state statute, as the one here involved . . . clearly violates the . . . Constitution."). Lloyd Corp., however, did mention state action, stating that "it must be remembered that the First and Fourteenth Amendments safeguard the rights of free speech and assembly by limitations on state action, not on action by the owner of private property used nondiscriminatorily for private purposes only." Lloyd Corp., 407 U.S. at 567. But this is a puzzling reference for several reasons. First, the Court did not mention state action anywhere else in the opinion. If the case truly hinged on the existence or nonexistence of state action, presumably the words "state action" or "state actor" would have appeared in the holding. Second, in the opinion’s conclusion, the Court acknowledged that the relevant inquiry was not whether state action exists, but rather how to balance the competing rights in the case properly. See id. at 570 ("There may be situations where accommodations between [property rights and First Amendment rights], and the drawing of lines to assure due protection of both, are not easy. But on the facts presented in this case, the answer is clear."). Third, in subsequent cases discussing the Lloyd Corp. holding, the Court has never mentioned the words "state action" or "state actor." See, e.g., Pruneyard, 447 U.S. at 80–81; Hudgens, 424 U.S. at 520–21. Finally, Hudgens alludes to state action only in passing, see Hudgens, 424 U.S. at 513, and Pruneyard does not mention state action at all.

121 Marsh makes the most explicit statement about this balancing of competing rights. See Marsh, 326 U.S. at 509 ("When we balance the Constitutional rights of owners of property against those of the people to enjoy freedom of press and religion, as we must here, we remain mindful of the fact that the latter occupy a preferred position."). But as the most recent case pitting private property owners against speakers, Pruneyard is the best guide to the Court’s methodology and puts to rest any confusion that Lloyd Corp.’s reference to state action may have caused. If the shopping center owner in Lloyd Corp. were not a state actor, then there is no reason to believe that the shopping center owner in Pruneyard would be a state actor, either. Therefore, it would be impossible for the owner in Pruneyard to violate a speaker’s right of free expression, regardless whether the speaker asserted federal or state constitutional rights. Yet the Court in Pruneyard clearly did not view Lloyd Corp. in this light. As already noted, "state action" or "state actor" was never mentioned in Pruneyard; instead, the Court engaged the merits of the competing rights in the case, upholding the California Supreme Court’s decision that the state constitution gave the student leafleters in the case a right of free expression on the shopping center’s private property. See Pruneyard, 447 U.S. at 88. Pruneyard thus confirms that in cases matching private property owners against speakers, state action is assumed, and the relevant inquiry is the proper balancing of competing rights. See Paul Brest, State Action and Liberal Theory: A Casenote on Flagg Brothers v. Brooks, 130 U. Pa. L. Rev. 1296, 1321 (1982) (noting that the state action in Pruneyard "was nothing more than a state property rule"). 

122 See supra p. 1628.

123 See Pruneyard, 447 U.S. at 88.

124 From Hamidi’s perspective, it is fortuitous that he can take advantage of the increased speech protections of the California state constitution. However, because the dynamics of cyber-reach are not limited to cases arising in California courts, the remainder of the analysis will focus on Hamidi’s federal constitutional rights.

125 See supra pp. 1628–29 and note 121.

126 For example, in its Motion for Summary Judgment, Intel cites a number of cases involving a single forum for the proposition that "California law does not extend [speech] rights . . . to a forum where the property owner does not open up his property to the public in general." Plaintiff’s Motion for Summary Judgment, Intel Corp. v. Hamidi, No. 98AS05067 (Cal. Super. Ct. Dec. 9, 1998) (motion available at <http://www.faceintel.com/summaryjudgment.htm>) (on file with the Harvard Law School Library). Not only are these cases of limited value because they involve only one forum, but also Intel’s assertion that it has not opened up its computer system to the "public in general" strains credulity. By voluntarily connecting its computer system to the Internet, Intel obviously wants to take advantage of the tremendous communicative power of cyberspace. Because of this decision, Intel is now at least a passive participant in the "new marketplace of ideas," Reno v. ACLU, 521 U.S. 844, 885 (1997), and cannot expect to control every message that crosses the border from cyberspace into its employees’ e-mail inboxes. Not only is this technologically impossible (as the Intel litigation aptly demonstrates), but Intel’s own policies permit "reasonable personal use" of the Internet, which presumably includes receiving unsolicited e-mails. See Plaintiff’s Motion for Summary Judgment, Intel Corp. v. Hamidi, No. 98AS05067 (Cal. Super. Ct. Dec. 9, 1998) (motion available at <http://www.faceintel.com/summaryjudgment. htm>) (on file with the Harvard Law School Library).

127 When a case of first impression reaches the courts, much of the battle often focuses around which new analogy the court should adopt to resolve the case. For example, in Cyber Promotions, Inc. v. America Online, Inc., AOL convinced the court that AOL’s private computer system was: 

akin to a private resort swimming pool that has a "channel" leading to the "ocean" that is the Internet. AOL has permitted persons swimming in its "pool" to transmit messages to and receive messages from the Internet ocean. AOL has, however, taken steps to prevent sharks such as Cyber from entering AOL’s pool from the Internet ocean. At no time has AOL contended that it controls communications over the Internet ocean, but only that it controls its own private channel.

Cyber Promotions, Inc. v. America Online, Inc., 948 F. Supp. 436, 455 n.7 (E.D. Pa. 1996). First, AOL could only make this analogy because, unlike Intel, it was simply defending its right to use self-help measures to block unwanted speech, not asking the court for an injunction. But second, there is an obvious problem with this analogy — namely, sharks do not talk or otherwise assert First Amendment rights. Nevertheless, it is perhaps understandable that the court characterized Cyber Promotions as a shark: not only was Cyber peddling commercial spam, but it was crippling AOL’s computer servers with as many as 1.9 million e-mail advertisements each day. See id. at 452. Intel can make no such argument against Hamidi. Hamidi’s speech addresses issues of public concern, such as alleged employment discrimination. Also, Hamidi has sent only six mass e-mails targeted at approximately 29,000 employees over a nearly two year period between December 1996 and September 1998, and thus Intel cannot plausibly claim that its computer system has been even marginally burdened by Hamidi’s campaign. See Plaintiff’s Motion for Summary Judgment, Intel Corp. v. Hamidi, No. 98AS05067 (Cal. Super. Ct. Dec. 9, 1998) (motion available at <http://www.faceintel.com/summaryjudgment.htm>) (on file with the Harvard Law School Library). Intel does claim that it has lost considerable man-hours attempting to block Hamidi’s messages. See id. However, this loss of man-hours resulted from Intel’s decision to try to censor Hamidi’s speech, not from any technological burden to Intel’s computer system.

128 Several commentators have suggested that cyberspace should be considered a public forum, such as a public street, park, or sidewalk, where the Court under its public forum doctrine applies strict scrutiny to content-based restrictions on expressive activity. See, e.g., Steven G. Gey, Reopening the Public Forum — From Sidewalks to Cyberspace, 58 Ohio St. L.J. 1535, 1610–19 (1998); Robert Kline, Freedom of Speech on the Electronic Village Green: Applying the First Amendment Lessons of Cable Television to the Internet, 6 Cornell J.L. & Pub. Pol’y 23, 56–60 (1996). The problem with this argument is that cyberspace is not publicly owned in any traditional sense, thus it cannot fit squarely into the Court’s public forum jurisprudence. This is only a minor objection, however, because the Court’s opinion in Reno v. ACLU strongly suggests that speech in cyberspace is entitled to the same level of protection as public forum speech. See supra p. 1610; supra note ; see also Gey, supra, at 1611 (noting that the Reno majority treated the Internet as a public forum without making the designation explicit).

129 Intel might try to analogize its requested injunction to a constitutionally permissible time, place, or manner regulation of protected speech. However, time, place, or manner restrictions only pass constitutional muster if they are content-neutral. See, e.g., Ward v. Rock Against Racism, 491 U.S. 781, 791 (1989); Heffron v. Int’l Soc’y for Krishna Consciousness, 452 U.S. 640, 647–48 (1981). Clearly, Intel’s attempt to censor Hamidi’s speech must be classified as a content-based speech restriction. As noted previously, Intel permits its employees to receive unsolicited e-mail, see supra note , and Hamidi’s messages have not burdened Intel’s computer system, see supra note 127. Therefore, Intel cannot argue that censoring Hamidi would be consistent with any content-neutral company policy.

130 See supra p. 1623 and note 93.

131 See supra note . 

132 Reno v. ACLU, 521 U.S. 844, 870 (1997).

133 This was the primary argument that led the Court to rule in favor of the private property owner in Lloyd Corp. See Lloyd Corp. v. Tanner, 407 U.S. 551, 567 (1972) ("It would be an unwarranted infringement of property rights to require [the property owner] to yield to the exercise of First Amendment rights under circumstances where adequate alternative avenues of communication exist."). 

134 See Reno, 521 U.S. at 880 ("[O]ne is not to have the exercise of his liberty of expression in appropriate places abridged on the plea that it may be exercised in some other place." (quoting Schneider v. New Jersey, 308 U.S. 147, 163 (1939)) (internal quotation marks omitted)). 

135 See supra p. 1628.

136 As already discussed, Intel cannot plausibly claim that its employee e-mail inboxes are not open to the public, see supra note , nor can it claim that the purpose of its e-mail system is not communication. Intel might try to narrow the definition of "communication" by arguing that the only purpose of its e-mail system is business-related communication, not communication in general. However, this is belied by Intel’s own company policies, which permit reasonable personal use of the Internet. See id. Furthermore, although Intel obviously disapproves of the content of Hamidi’s messages, the messages would still fall under the more narrow definition of "communication," because they are specifically directed at Intel’s business practices.

137 See supra note 127. Intel claims, however, that Hamidi’s messages are disruptive because they harm employee productivity — specifically, employees spend time "contact[ing] computer systems support personnel questioning why they are receiving unrequested e-mails and asking to be blocked from further e-mails." Plaintiff’s Motion for Summary Judgment, Intel Corp. v. Hamidi, No. 98AS05067 (Cal. Super. Ct. Dec. 9, 1998) (motion available at <http://www.facein tel.com/summaryjudgment.htm>) (on file with the Harvard Law School Library). This is not a particularly troubling claim, however, because Hamidi’s messages allow the recipient to remove himself from future e-mailings by requesting that his name be deleted from the distribution list. See FACE Intel’s September 2, 98 E-mail Message and Intel’s Internal Reactions (visited Apr. 19, 1999) <http://www.faceintel.com/septemberemail.htm> (on file with the Harvard Law School Library). Hamidi claims that he has received only 450 requests for deletion and that he has deleted those recipients. See Defendant’s Memorandum of Points and Authorities in Opposition to Motion for Preliminary Injunction, Intel Corp. v. Hamidi, No. 98AS05067 (Cal. Super. Ct. Nov. 12, 1998) (memorandum available at <http://www.faceintel.com/opposeinjunction.htm>) (on file with the Harvard Law School Library). More fundamentally, requiring an employee simply to erase the unwanted message — which takes only a single mouse click or keystroke — is an acceptable burden to bear in the interests of free speech. Cf. Bolger v. Youngs Drug Prods. Corp., 463 U.S. 60, 72 (1983) (striking down prohibition on unsolicited mailing of contraceptive advertisements, based on the logic that "the short, though regular, journey from mail box to trash can . . . is an acceptable burden, at least so far as the Constitution is concerned" (quoting Lamont v. Commissioner of Motor Vehicles, 269 F. Supp. 880, 883 (S.D.N.Y. 1967)) (internal quotation marks omitted)).

138 See Pruneyard Shopping Ctr. v. Robins, 447 U.S. 74, 82–88 (1980).

139 Robins v. Pruneyard Shopping Ctr., 592 P.2d 341, 347 (Cal. 1979).

140 Cf. Pruneyard, 447 U.S. at 83 (noting that "[t]here is nothing to suggest that preventing [the shopping center owner] from prohibiting [leafletting] will unreasonably impair the value or use of [the] property as a shopping center").

141 Reno v. ACLU, 521 U.S. 844, 885 (1997).
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