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Scientists, Academics Say DMCA Limits Research Capabilities 
by Sara Robinson 

A Princeton University professor's fight against the music industry over technology cracking has prompted outcry from academic cryptographers, who say that a federal copyright law stifles their ability to do research that can benefit society. 

On Wednesday, Dr. Edward Felten for the first time publicly presented a paper on weaknesses in recording industry-backed anti-piracy technologies, after receiving assurances the recording industry won't sue him [see 08.15.01 Professor to Present Controversial Hack Study]. Felten's presentation at the USENIX Security Symposium drew cheers from his fellow academic security researchers. 

At issue is what's known as the anti-circumvention provision of the Digital Millennium Copyright Act of 1998, which makes it unlawful to disseminate technology that can be used to circumvent technical measures used to protect copyrighted material. The DMCA has an exemption for cryptographic research, but not for its publication. 

"The DMCA does not clearly distinguish circumvention for the purpose of actual copyright infringement from circumvention in service of scientific inquiry, and this puts scientific research at risk," said David Wagner, a professor of computer science at the University of California at Berkeley. 

On Monday, several prominent computer scientists issued statements supporting Felten in a lawsuit he filed against the Recording Industry Association of America (RIAA) two months ago [see 06.06.01 Princeton Researcher Sues RIAA, SDMI and Verance, Issuing New Challenge to DMCA]. The scientists maintain that the DMCA limits their ability to research weaknesses in commercial security technology because such research could eventually lead to prosecution under the U.S. copyright law. 

"It is only by a thorough understanding of how real systems fail in practice, that we are able to develop design principles for more secure systems in the future," said AT&T researcher Matthew Blaze, in his statement. "Scientific progress in this discipline necessarily depends upon the exploration of computer system weaknesses and the publication of the knowledge learned." 

Several professional organizations for computer scientists also submitted statements. The Association for Computing Machinery said it was particularly concerned about potential legal liability for an upcoming conference on digital rights management, technology for securing digital content. 

While cracking the security in commercial software and publishing the results may not sound like a useful endeavor, security experts say such activities help identify common weaknesses in software design and protect consumers. 

"I'm concerned that the DMCA gives companies veto power over publication of news about embarrassing defects in their products," said Wagner. "This will only harm everyone in the long run." 

In 1995, Wagner and his colleague Ian Goldberg cracked Netscape's implementation of SSL, the program that secures ecommerce transactions over the Internet. Netscape was forced to quickly release a new version of its software with a fix. 

While the incident was no doubt embarrassing for Netscape, now part of AOL Time Warner, subsequent versions of the software provide far greater security for transmitting sensitive information like social security numbers and credit cards across the Internet. 

Felten and colleagues cracked the anti-piracy technologies as part of a recording industry-sponsored hacking contest last fall [see 10.13.00 Hackers Attack All Four SDMI Watermarks]. Participants were eligible to win $10,000 for each technology cracked if they agreed to turn over their intellectual property rights and keep their efforts confidential. Felten's group did not agree to these terms, but participated in the contest and claimed to successfully crack five of the technologies. 

After a paper on the group's efforts was accepted for a Pittsburgh security conference held in April, Felten received an email from an executive at Verance, a company behind one of the technologies included in the challenge, according to court documents. The executive, Joseph Winograd, expressed concern that the paper contained "unnecessarily detailed information," the court documents said. 

The RIAA attempted to prevent Felten from presenting the paper at the April conference, sending him a letter indicating he could face prosecution under the DMCA if he presented it. 

The RIAA's efforts to halt publication of the paper spawned Felten's lawsuit, in which the professor, his co-authors and civil liberties group the Electronic Frontier Foundation requested a declaratory judgment in U.S. District Court stating that DMCA's restrictions on security research are unconstitutional. 

The RIAA has moved for dismissal of the case, saying it never intended to sue.

